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Abstract

Decision Tree Binary classifier (DTBC) for IIoT networks intrusion detection application is presented.
The study focused on examining the impact of data balancing on the performance of the classifier model
by applying the DTBC in the binary classification of packets in the case study Industrial Internet of
Things Dataset (IIoTID) into Normal Packet (NP) and Attack Packet (AP) using the balanced dataset and
also using the imbalanced dataset. The data balancing was done using Synthetic Minority Over-sampling
Technique (SMOTE) which increased the overall data samples in the balanced dataset. The results
showed that without data balancing, the attack class has precision of 91.55% whereas the normal class has
precision of 99.31 % which is 7.78 % ahead of the attack class. Notably, the attack class is 44% while the
normal class is 56% in the dataset. As such, the model performance favors the majority class which is the
normal class. After data balancing, the attack class has precision of 99.6% which is about 8.07%
improvement. Again, the balanced dataset case has about 8.16% improvement in the overall model
precision, showing that data balancing has significant effect on the classifier performance. Also, without
data balancing, the Accuracy is 93.65 % whereas the balanced data case had Accuracy of 99.73 % which
is 6.08 % improvement. The ROC AUC was 92.15 % whereas the balanced data case had ROC AUC of
99.73 % which is 7.58 % improvement. Furthermore, without data balancing, the training time was 29.92
seconds whereas the balanced data case had training time of 31.61 seconds which is 8.51 % improvement.
This is because the balanced dataset model was trained with higher number of data samples than the case
of imbalanced dataset. In all, the study showed that data balancing improved the overall performance of
the classifier model.
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Intrusion Detection

1. Introduction

In recent years, there has been growing application of Internet of Things (IoT) technologies in
various industries [1,2,3]. Such IoT applicable in the industries are known as Industrial Internet of Things
(IToT) [4]. It facilitates more advanced automation of industrial process, and greater utilization of

industrial robots which minimizes humane involvement in the industrial process [5,6,7].
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In any case, one of the major drawbacks of the IIoT applications is cyber threats which tends to
undermine he gains of IIoT [8,9,10]. As such, efforts are constantly being made to mitigate the attacks by
implementing IIoT intrusion detection. In this work, a Decision Tree Binary Classifier (DTBC) model is
presented for binary classification of IIoT traffic into normal packet and attack packet [11,12]. This is
essential in the intrusion detection module to identify attack class and then take necessary measures to
deny them access to the network.

One of the issues associated with classification model is imbalanced dataset; in most cases the
attack class is in the minority while the normal packets form the majority class [13,14]. Such imbalanced
distribution of data samples affect the performance of the classifier models in identifying the attack
packets [15,16]. Accordingly, in this work, the DCBC is evaluated using the balanced and the imbalanced
datasets and the performance of the classifier in the two cases are compared to ascertain the effect of
dataset balancing on the performance of the model.

2. Methodology

The work aims at using Binary Tree Classifier (DTBC) model to categorize the traffic in Industrial
Internet of Things (IloT) into Normal Packet (NP) and Attack Packet (AP). Specifically, the study
examined the classification using the imbalanced dataset and the balanced dataset of the IloT network.
The essence if to identify the impact of the data balancing of the performance of the Decision [[Free binary

classifier model.

The Decision _ model is typically a Decision Tree Model (DTM)

that is used to classify data into two classes; in this case it is about classifying the data packets into

normal packets and attack packets.
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DECISION TREE ALGORITHM
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2.2 The Description of the Study Dataset

The study used the Industrial Internet of Things Dataset (IloTID) comprising 820,834 rows and 68
columns (or 86 features). The dataset is imbalanced with 234,220 Normal Packet (NP) data samples and
180,337 Attack Packet (AP) data samples (as shown in Table 1 and Figure 2). The Synthetic Minority
Over-sampling Technique (SMOTE) data balancing was applied [17] and the AP class up-sampled to

equal the NP class data samples, each with 234,220 data samples (as shown in Table 1 and in Figure 3).

Table 1 The distribution of the data samples between the two data classes in the dataset

Normal Packet (NP) | Attack Packet (AP) Total
Number of Data Samples Before
SMOTE Data Balancing 234,220 180,337 414,557
Number of Data Samples After
SMOTE Data Balancing 234,220 234,220 468,440

Number of Data Samples Before SMOTE Data Balancing

Figure 2 Number of Data Samples before SMOTE Data Balancing

www.jmest.org
JMESTN42354685 18343



Journal of Multidisciplinary Engineering Science and Technology (JMEST)
ISSN: 2458-9403
Vol. 13 Issue 1, January - 2026

Number of Data Samples After SMOTE Data Balancing

Figure 3 Number of Data Samples Before SMOTE Data Balancing

The distribution of the data samples between the training and validation datasets before and after data
balancing is presented Table 2 and Figure 4. Accordingly, data splitting of 75% to 25% for training and
validation respectively is used.

Table 2 The distribution of the data samples between the training and validation datasets before and after
data balancing

Training Dataset Validation Dataset Total
Number of Data Samples for Training and
Validation Set Before Data Balancing 310,917 103,639 414,557
Number of Data Samples for Training and
Validation Set After Data Balancing 351,330 117,110 468,440
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Figure 4 Number of Data Samples for Training and Validation Set Before and After Data Balancing
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3. Results and Discussion

The Binary Tree Classifier (DTBC) model was trained and validated using the balanced and
unbalanced Industrial Internet of Things Dataset (IIoTID) and the results in terms of the various
performance parameters (including precision, Recall, F1-Score, Accuracy, ROC AUC (Receiver
Operating Characteristic - Area Under the Curve) and Training Time are presented in Table 3 to Table 5,

as well as in Figure 5 to Figure 10.

As shown in Table 3 and Figure 5, without data balancing, the attack class has precision of
91.55% whereas the normal class has precision of 99.31 % which is 7.78 % ahead of the attack class.
Notably, the attack class is 44% while the normal class is 56% in the dataset. As such, the model
performance favors the majority class which is the normal class. After data balancing, the attack class has
precision of 99.6% which is about 8.07% improvement. Again, the balanced dataset case has about 8.16%
improvement in the overall model precision, showing that data balancing has significant effect on the

classifier performance.

Table 3 The Precision performance of the DTBC model for the balanced and the imbalanced dataset cases

Class Precision For Balanced Dataset Precision For Unbalanced Dataset Difference (%)
Attack 99.62% 91.55% 8.07%
Normal 99.81% 99.31% 0.50%
Macro Avg 99.71% 91.55% 8.16%
102% 99 62% 99.81% 99.31%  99.71%
100%
9 98%
o 96%
c
S 94% 1.55%
2 92%
&’ 90%
88%
86%
Attack Normal Macro Avg
- .
Precision For Balanced 99.62% 99.81% 99.71%
Dataset
= Precisi
Precision For Unbalanced 91.55% 99.31% 91.55%

Dataset

Figure 5 Comparison of the Precision performance of the DTBC model for the balanced and the imbalanced
dataset cases
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As shown in Table 4 and Figure 6, without data balancing, the attack class has Recall of 98.45%

whereas the normal class has Recall of 98.90 % which i1s 0.45 % ahead of the attack class. After data

balancing, the attack class has Recall of 99.75% which is about 1.30% improvement. Again, the balanced

dataset case has about 5.39% improvement in the overall model Recall, showing that data balancing has

significant effect on the classifier performance.

Table 4 The Recall performance of the DTBC model for the balanced and the imbalanced dataset cases

Class Recall For Balanced Dataset | Recall For Unbalanced Dataset | Difference (%)
Attack 99.75% 98.45% 1.30%
Normal 99.70% 98.90% 0.80%
Macro Avg 99.73% 94.34% 5.39%
101%
100% 99.75% 99.70% 99.73%
98.90%
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98%
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Recall (%)
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95%
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93%

92% -

Attack Normal
M Recall For Balanced Dataset 99.75% 99.70%
H Recall For Unbalanced Dataset 98.45% 98.90%

Macro Avg
99.73%
94.34%

Figure 6 Comparison of the Recall performance of the DTBC model for the balanced and the imbalanced dataset

cases

As shown in Table 5 and Figure 7, without data balancing, the attack class has F1 -Score of

99.11% whereas the normal class has F1 -Score of 99.75 % which is 4.23 % ahead of the attack class.

After data balancing, the attack class has F1-Score of 99.68% which is about 4.80% improvement. Again,
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the balanced dataset case has about 6.79% improvement in the overall model F1 -Score, showing that data

balancing has significant effect on the classifier performance.

Table 5 The F1-Score performance of the DTBC model for the balanced and the imbalanced dataset cases

Class F1-Score For Balanced Dataset | F1-Score For Unbalanced Dataset | Difference (%)
Attack 99.68% 94.88% 4.80%
Normal 99.75% 99.11% 0.64%
Macro Avg 99.72% 92.93% 6.79%
102% 1 99.75%
l00ve - 968% B so11v  9972%
9 98%
2 96% -+
[=] L
<2 F
R 94% £
- L
= F
92% -+
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88%
Attack Normal Macro Avg
u F1-Score For Balanced Dataset 99.68% 99.75% 99.72%
® F1-Score For Unbalanced Dataset 94.88% 99.11% 92.93%

Figure 7 Comparison of the F1-Score performance of the DTBC model for the balanced and the imbalanced
dataset cases

As shown in Figure 8, without data balancing, the Accuracy is 93.65 % whereas the balanced data
case has Accuracy of 99.73 % which is 6.08 % improvement. This shows that data balancing has

significant effect on the classifier performance.

Also, as shown in Figure 9, without data balancing, the ROC AUC is 92.15 % whereas the
balanced data case has ROC AUC of 99.73 % which is 7.58 % improvement. This shows that data

balancing has significant effect on the classifier performance.

Furthermore, as shown in Figure 10, without data balancing, the training time is 29.92 seconds
whereas the balanced data case has training time of 31.61 seconds which is 8.51 % improvement. This is
because the balanced dataset model was trained with higher number of data samples than the case of

imbalanced dataset.
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Figure 8 Comparison of the Accuracy performance of the DTBC model for the balanced and the imbalanced
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Figure 9 Comparison of the ROC AUC performance of the DTBC model for the balanced and the imbalanced

dataset cases
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Figure 10 Comparison of the training time performance of the DTBC model for the balanced and the
imbalanced dataset cases

4. Conclusion

The application of Decision Tree classifier for binary classification of the data packets in the
Industrial Internet of Things (IloT) network traffic is presented. The study focused on examining the
impact of data balancing on the performance of the classifier model. The dataset was split and used to
train the model without data balancing, afterwards, the data balancing was conducted and the model was
again trained. The results showed that the attack class which is the minority class without the data
balancing has significantly lower performance without the data balancing while the majority class, which
is the normal data packet class has very slight reduction in performance in without data balancing, In all,
the data balancing improved the overall accuracy by over 6 % while the execution time of the balanced

dataset case is also higher by 8.51 %.
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