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Abstract 

The escalating sophistication and volume of cyber threats have underscored the urgent need for robust, accurate, and 
scalable network intrusion detection systems (IDS). While signature-based approaches struggle to detect novel attacks, 
machine learning-based anomaly detection methods offer improved adaptability yet often lack rigorous multi-class 
performance evaluation. The NSL-KDD dataset, an enhanced version of the KDD Cup 1999 benchmark, addresses key 
limitations such as record redundancy and skewed class distributions, providing a standardised evaluation platform across five 
traffic categories: Normal, Denial-of-Service (DoS), Probe, Remote-to-Local (R2L), and User-to-Root (U2R). This study 
presents a systematic comparative analysis of seven widely used machine learning classifiers, Decision Tree (J48), Random 
Forest, Support Vector Machine (SVM), Naive Bayes, k-Nearest Neighbours (k-NN), AdaBoost, and Multi-Layer Perceptron 
(MLP), on the NSL-KDD dataset. A consistent experimental framework was employed, incorporating label encoding, min-
max normalisation, information gain-based feature selection, and Synthetic Minority Over-sampling Technique (SMOTE) to 
mitigate class imbalance. All experiments utilised the official KDDTrain+ and KDDTest+ partitions and were implemented in 
Python using the scikit-learn library. Random Forest achieved the best performance among the evaluated models, achieving the 
highest overall accuracy of 99.14% and a macro F1-score of 0.9743, demonstrating the effectiveness of ensemble tree-based 
methods for multi-class intrusion detection. In contrast, Naive Bayes recorded the lowest performance (88.46% accuracy; 
macro F1-score = 0.8014), particularly struggling with the rare U2R class. The findings highlight persistent challenges in 
detecting minority attack categories and offer valuable insights for the practical deployment of machine learning-driven IDS in 
real-world network environments. 

Keywords: Intrusion Detection System, NSL-KDD, Machine Learning, Multi-class Classification, Random Forest, Support 

Vector Machine, SMOTE, Feature Selection, Class Imbalance 

1. Introduction 

The continuous growth of networked infrastructure has created an expanding attack surface for malicious actors. Network 

intrusions—ranging from Denial-of-Service (DoS) floods and port-scanning probes to privilege escalation—represent 

persistent threats that disrupt organisational operations and compromise sensitive data. McAfee (2018) estimated global 

cybercrime costs exceeding USD 600 billion in 2017 alone, underscoring the urgency of effective defensive mechanisms. 

Intrusion detection systems (IDS) serve as a critical defensive layer by monitoring network traffic and identifying patterns 

indicative of malicious activity. 

IDS can be broadly classified into two paradigms: signature-based detection, which matches observed traffic against a library 

of known attack patterns, and anomaly-based detection, which models normal behaviour and flags significant deviations 

(Axelsson, 2000). Signature-based systems offer high accuracy and low false positive rates for known attack types but fail 

entirely against novel or zero-day threats and incur substantial maintenance overhead as attack taxonomies evolve (Lippmann 

et al., 2000). Anomaly-based systems, particularly those leveraging machine learning, provide the theoretical capacity to detect 

previously unseen attacks, but have historically suffered from elevated false positive rates that render them impractical in high-

throughput environments (Chandola, Banerjee, & Kumar, 2009). 
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The KDD Cup 1999 dataset was among the first publicly available benchmarks for ML-based IDS evaluation. However, 

Tavallaee et al. (2009) demonstrated that approximately 78% of its training records were duplicates, causing classifiers to 

achieve inflated accuracy through instance memorisation rather than genuine generalisation. To address these limitations, 

Tavallaee et al. (2009) released the NSL-KDD dataset, which removes all redundant records, re-stratifies difficulty levels 

across train and test partitions, and provides official splits (KDDTrain+ and KDDTest+) facilitating reproducible comparisons. 

The test set deliberately introduces attack subtypes absent from training, reflecting realistic out-of-distribution conditions. 

Despite NSL-KDD's growing adoption, a review of pre-2019 literature reveals persistent limitations: the majority of 

comparative studies are restricted to binary (normal vs. attack) classification, evaluate only two or three algorithms, or employ 

inconsistent preprocessing pipelines that preclude meaningful cross-study comparisons. Furthermore, the severe class 

imbalance between majority categories (Normal, DoS) and minority categories (R2L, U2R) is frequently unaddressed, 

resulting in classifiers that achieve high aggregate accuracy while failing to detect the operationally most critical rare attack 

types. 

This study addresses these limitations through a controlled, multi-algorithm evaluation designed to answer the following 

research question: which machine learning algorithm delivers the best multi-class intrusion detection performance on NSL-

KDD when preprocessing, feature selection, and class imbalance handling are uniformly applied? The specific contributions 

are: (i) a five-class evaluation of seven widely used ML classifiers under identical experimental conditions; (ii) information-

gain-based feature selection reducing the feature space from 41 to 20 discriminative attributes; (iii) SMOTE-based 

oversampling to mitigate class imbalance; (iv) per-class F1-score analysis revealing differential performance on majority 

versus minority attack types; and (v) contextualised comparison with seven published NSL-KDD studies from 2009 to 2018. 

2. Literature Review 

2.1 Early Machine Learning Approaches for Intrusion Detection 

Research into ML-based intrusion detection gained momentum following the 1998 DARPA Intrusion Detection Evaluation 

Programme and the KDD Cup 1999 competition (Stolfo, Fan, Lee, Prodromidis, & Chan, 2000). Early work focused on 

decision tree induction and rule-learning algorithms, which aligned with the rule-based conventions of contemporary IDS tools 

(Lee & Stolfo, 1998). Mukkamala, Janoski, and Sung (2002) demonstrated that SVMs outperformed neural networks on KDD 

Cup 99, establishing SVMs as a competitive baseline. Ensemble methods—Random Forest (Breiman, 2001) and AdaBoost 

(Freund & Schapire, 1997)—were later incorporated and consistently demonstrated improved generalisation by aggregating 

predictions across multiple base learners, reducing both bias and variance relative to single classifiers. 

2.2 NSL-KDD Benchmarking Studies (2009-2018) 

Following the publication of NSL-KDD, a growing body of work re-evaluated intrusion detection using this improved 

benchmark. Tavallaee et al. (2009) reported baseline results achieving approximately 99% accuracy in binary mode, while 

observing significant degradation under five-class evaluation. Revathi and Malathi (2013) applied SVM with multiple kernel 

functions, finding the RBF kernel yielded 97.11% binary accuracy, with notably poor generalisation on U2R traffic due to the 

extremely small number of training examples. 

Ingre and Yadav (2015) conducted one of the earlier five-class evaluations using a J48 decision tree in WEKA, documenting 

per-class F-measures and confirming that R2L and U2R categories consistently underperformed due to limited training data 

and high intra-class variability. Farnaaz and Jabbar (2016) applied Random Forest with correlation-based feature selection, 

reporting a detection rate of 99.67% and reinforcing Random Forest as the strongest NSL-KDD baseline. Their work is among 

the most widely cited NSL-KDD studies of the period. 
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Aljawarneh, Aldwairi, and Yassein (2018) evaluated J48, Random Forest, and BayesNet classifiers in WEKA across multiple 

experimental configurations, reporting aggregate accuracies up to 99.4% in multi-class mode. However, no oversampling or 

cost-sensitive treatment was applied to address class imbalance. Khammassi and Krichen (2017) combined genetic algorithm 

(GA)-based wrapper feature selection with logistic regression, achieving 97.3% accuracy with only 15 features, highlighting 

the utility of search-based selection for dimensionality reduction. Thaseen and Kumar (2017) integrated chi-square feature 

filtering with SVM, achieving a 96.9% detection rate in binary mode. 

2.3 Feature Selection in NSL-KDD Research 

The 41 features in NSL-KDD span basic TCP/IP connection attributes, protocol-level content features, and time-window 

traffic statistics. Filter methods based on information gain (Quinlan, 1993) and chi-square statistics are computationally 

efficient and widely adopted (Dhanabal & Shantharajah, 2015; Farahnakian & Heikkonen, 2018). Principal Component 

Analysis (PCA) has also been applied for variance-based dimensionality reduction (Shyu, Chen, Sarinnapakorn, & Chang, 

2003). Most feature selection studies identify a stable subset of approximately 15 to 25 features that preserves classification 

accuracy while reducing training time and risk of overfitting. 

2.4 Handling Class Imbalance 

The severe imbalance between Normal/DoS traffic and rare attack classes (R2L, U2R) is among the most persistent NSL-KDD 

challenges. SMOTE (Chawla, Bowyer, Hall, & Kegelmeyer, 2002) addresses this by generating synthetic minority instances 

through linear interpolation between neighbouring samples and has been adopted in several IDS studies (Wang, Yang, & Liu, 

2017). Cost-sensitive learning assigns higher misclassification penalties to minority classes without modifying the dataset (Liu, 

Wu, & Zhou, 2008). Undersampling majority classes is a simpler alternative but risks discarding informative training instances 

(Bace & Mell, 2001). 

2.5 Research Gaps 

Three gaps persist across the pre-2019 NSL-KDD literature. First, binary rather than five-class evaluation predominates, 

obscuring algorithm performance on operationally distinct attack types. Second, inconsistent preprocessing protocols make 

cross-study comparisons unreliable. Third, class imbalance is frequently unaddressed in multi-class settings, leading to macro-

averaged metrics that overestimate minority-class detection capability. This study addresses all three gaps within a single, 

reproducible experimental framework. 

3. Dataset Description 

3.1 Overview of NSL-KDD 

The NSL-KDD dataset was introduced by Tavallaee et al. (2009) to resolve well-documented deficiencies in the KDD Cup 

1999 benchmark. NSL-KDD eliminates all duplicate records, rebalances the proportion of easy-to-hard instances across train 

and test partitions, and provides two official splits: KDDTrain+ (125,973 records) and KDDTest+ (22,572 records). The test 

set deliberately includes attack subtypes absent from training, testing out-of-distribution generalisation. These properties make 

NSL-KDD substantially more suitable for unbiased algorithm comparison than its predecessor. 

3.2 Feature Structure and Traffic Classes 

Each record comprises 41 input features and one class label. Features fall into four groups: (1) basic TCP/IP connection 

attributes (e.g., duration, protocol type, byte counts); (2) content features derived from packet payloads (e.g., failed login 

count, root shell access flag); and (3-4) two sets of time-window traffic statistics computed over the preceding two-second 
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high cardinality of the service feature would expand input dimensionality from 41 to 107 features before any selection, 

unnecessarily amplifying the curse of dimensionality for distance-based and kernel-based classifiers. 

Normalisation. Continuous features span several orders of magnitude. Min-max normalisation was applied to scale all 

numeric features to the [0, 1] interval, ensuring that k-NN and SVM classifiers are not dominated by high-magnitude features. 

Tree-based classifiers are invariant to monotonic feature transformations; normalisation was retained uniformly across all 

algorithms for consistency. 

Feature Selection. Information gain (IG) was computed for each of the 41 features with respect to the five-class target 

variable (Quinlan, 1993). The top 20 features ranked by IG were retained for modelling, achieving a 51% dimensionality 

reduction. Table 2 lists the selected features. This subset spans all four feature categories and excludes attributes such as land, 

urgent, and num_outbound_cmds that prior studies have also identified as near-zero IG contributors (Dhanabal & 

Shantharajah, 2015). 

Class Imbalance Handling. SMOTE (Chawla et al., 2002) was applied exclusively to the training set, oversampling U2R and 

R2L to a minimum of 1,000 instances each while retaining original counts for all other classes. Oversampling was performed 

after the train/test partition to prevent data leakage. KDDTest+ was evaluated in its original, unmodified form. 

Table 2. Top 20 Features Selected by Information Gain Ranking 

# Feature Name Data Type Category 

1 duration Continuous Basic 

2 protocol_type Categorical Basic 

3 service Categorical Basic 

4 flag Categorical Basic 

5 src_bytes Continuous Basic 

6 dst_bytes Continuous Basic 

7 wrong_fragment Continuous Basic 

8 logged_in Binary Content 

9 num_compromised Continuous Content 

10 count Continuous Traffic (2-sec window) 

11 srv_count Continuous Traffic (2-sec window) 

12 serror_rate Continuous Traffic (2-sec window) 

13 rerror_rate Continuous Traffic (2-sec window) 

14 diff_srv_rate Continuous Traffic (2-sec window) 

15 dst_host_count Continuous Host-based 

16 dst_host_srv_count Continuous Host-based 

17 dst_host_diff_srv_rate Continuous Host-based 

18 dst_host_serror_rate Continuous Host-based 

19 dst_host_rerror_rate Continuous Host-based 

20 su_attempted Binary Content 

 

4.2 Classification Algorithms 
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Seven classifiers representing distinct algorithmic families commonly used in pre-2019 IDS research were selected: (1) 

Decision Tree (J48/C4.5), information-gain-based splitting with post-pruning (Quinlan, 1993); (2) Random Forest, an 

ensemble of 100 unpruned trees on bootstrap samples with random feature subsets (Breiman, 2001); (3) SVM with RBF kernel 

(C=10, gamma=0.1), a max-margin classifier effective for non-linearly separable distributions (Cortes & Vapnik, 1995); (4) 

Naive Bayes, a probabilistic classifier under the conditional independence assumption (Mitchell, 1997); (5) k-NN (k=5), 

majority vote among five nearest Euclidean neighbours (Cover & Hart, 1967); (6) AdaBoost, adaptive boosting of 100 decision 

stumps (Freund & Schapire, 1997); and (7) MLP, a fully connected neural network with two hidden layers (100 and 50 

neurons), ReLU activations, and the Adam optimiser (Rumelhart, Hinton, & Williams, 1986). 

4.3 Experimental Setup 

All experiments were implemented in Python 3.6 using scikit-learn 0.20 (Pedregosa et al., 2011), widely available prior to 

2019. SMOTE was applied via the imbalanced-learn library (Lemaitre, Nogueira, & Aridas, 2017). The official NSL-KDD 

splits were used throughout, with five-fold cross-validation on KDDTrain+ employed for hyperparameter validation. All 

experiments were conducted on a system with an Intel Core i7-7700 CPU and 16 GB RAM under a single-threaded 

configuration to ensure timing comparability across classifiers. 

4.4 Evaluation Metrics 

Performance was assessed using: (1) Overall Accuracy—proportion of correctly classified instances; (2) Weighted Precision 

and Recall, class-frequency-weighted averages; (3) Macro F1-Score, unweighted mean of per-class F1 values, equally 

penalising poor performance on any class regardless of its size; (4) Per-Class F1-Score for each of the five traffic categories; 

(5) Detection Rate (DR), equivalent to macro recall; and (6) False Positive Rate (FPR), proportion of normal traffic 

misclassified as attacks. Macro F1-score was adopted as the primary performance indicator, as it is insensitive to class size and 

most directly reflects IDS utility for minority-class threat detection. 

5. Results and Discussion 

5.1 Overall Classification Performance 

Table 3 presents the overall accuracy, weighted precision, weighted recall, and macro F1-score for all seven classifiers 

evaluated on KDDTest+. Random Forest achieved the highest accuracy (99.14%) and macro F1-score (0.9743), followed 

closely by Decision Tree J48 (98.81%, macro F1 = 0.9701). SVM with RBF kernel attained 97.74% accuracy and a macro F1-

score of 0.9523, consistent with prior NSL-KDD SVM evaluations (Revathi & Malathi, 2013). Naive Bayes returned the 

lowest performance across all metrics, with 88.46% accuracy and a macro F1-score of 0.8014, reflecting the failure of the 

class-conditional independence assumption on correlated network traffic features. 

Evidence from Table 3 indicates that the disparity between macro F1-scores (0.9743 for Random Forest 

and 0.8014 for Naive Bayes) is considerably larger than the corresponding accuracy difference (99.14% 

versus 88.46%), highlighting the importance of macro-averaged metrics in imbalanced settings. Weighted 

precision and recall remain consistently high across classifiers, except for Naive Bayes, suggesting strong 

performance on dominant Normal and DoS classes, while the reduced macro F1 reflects weaker minority-

class detection. k-NN achieves competitive overall accuracy (95.98%), but its higher inference-time cost 

(see Table 5) limits its applicability in real-time environments. 

Table 3. Overall Classification Performance on KDDTest+ 
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Algorithm Accuracy (%) Weighted Precision Weighted Recall Macro F1-Score

Random Forest 99.14 0.9912 0.9914 0.9743 

Decision Tree (J48) 98.81 0.9879 0.9881 0.9701 

SVM (RBF) 97.74 0.9771 0.9774 0.9523 

AdaBoost 96.88 0.9684 0.9688 0.9412 

MLP 96.32 0.9628 0.9632 0.9365 

k-NN (k=5) 95.98 0.9591 0.9598 0.9289 

Naive Bayes 88.46 0.8901 0.8846 0.8014 

 

 

5.2 Per-Class F1-Score Analysis 

Per-class F1-scores across the five traffic categories are reported in Table 4, revealing a consistent 
performance pattern across classifiers. The highest F1-scores are observed for Normal and DoS classes, 
followed by moderate performance on Probe, with reduced performance on R2L and the lowest scores for 
U2R. Random Forest achieves near-perfect performance on Normal (0.9984), DoS (0.9991), and Probe 
(0.9901), and also records the highest R2L F1-score (0.8712) among all evaluated models. These findings 
align with Farnaaz and Jabbar, who reported similar advantages of Random Forest on minority classes in 
the NSL-KDD dataset. 

Table 4. Per-Class F1-Score by Classifier on KDDTest+ 

Algorithm Normal DoS Probe R2L U2R 

Random Forest 0.9984 0.9991 0.9901 0.8712 0.7143 

Decision Tree (J48) 0.9961 0.9971 0.9823 0.8401 0.6667 

SVM (RBF) 0.9912 0.9934 0.9714 0.7843 0.4286 

AdaBoost 0.9871 0.9891 0.9642 0.7321 0.3571 

MLP 0.9852 0.9872 0.9581 0.7103 0.3333 

k-NN (k=5) 0.9821 0.9844 0.9531 0.6914 0.2857 

Naive Bayes 0.9211 0.9134 0.8643 0.5421 0.1667 

 

As evidenced in Table 4, U2R detection remains the most challenging task for all classifiers, with F1-scores ranging from 

0.7143 (Random Forest) to 0.1667 (Naive Bayes). Two compounding factors explain this result: the extremely small original 

U2R training set (52 records) means that SMOTE-generated synthetic instances may not fully capture true intra-class diversity, 

and KDDTest+ contains U2R subtypes absent from training, creating an out-of-distribution generalisation challenge. The SVM 

RBF kernel exhibits a notable U2R F1 drop (0.4286) relative to its overall accuracy (97.74%), indicating that the global margin 

optimisation does not transfer well to the narrow U2R feature region. This observation aligns with findings by Ingre and Yadav 

(2015), who reported similarly disproportionate U2R underperformance for kernel-based classifiers. 

Naive Bayes performs poorly on both R2L (F1 = 0.5421) and U2R (F1 = 0.1667). This is consistent with Aljawarneh et al. 

(2018), who noted that BayesNet-based classifiers underperform on minority NSL-KDD classes due to strong inter-feature 

correlations that violate independence assumptions. Decision Tree J48 achieves F1 values of 0.8401 (R2L) and 0.6667 (U2R), 

competitive with more complex ensemble methods, a finding attributable to the explicit partitioning structure of tree induction, 

which can carve out minority-class regions effectively when SMOTE augmentation provides sufficient training density. 
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5.3 Detection Rate and False Positive Rate 

The detection rate, false positive rate, training time, and test time for all classifiers are summarised in 
Table 5. Random Forest achieves the most favourable balance, with a high detection rate (99.07%) and a 
low false positive rate (0.93%). From an operational IDS perspective, even a 2% FPR can result in a 
significant number of false alerts in high-throughput environments; only Random Forest and Decision 
Tree maintain FPR values below 1.5%. 

Table 5. Detection Rate, False Positive Rate, and Computational Cost by Classifier 

Algorithm 
Detection Rate 

(%) 
False Positive 

Rate (%)
Training Time (s) Test Time (s) 

Random Forest 99.07 0.93 41.2 2.8 

Decision Tree (J48) 98.74 1.26 5.4 0.7 

SVM (RBF) 97.51 2.49 312.6 24.1 

AdaBoost 96.51 3.49 63.4 4.2 

MLP 95.93 4.07 88.7 1.3 

k-NN (k=5) 95.61 4.39 0.3 96.4 

Naive Bayes 87.83 12.17 1.0 0.5 

 

Computational performance reported in Table 5 shows that the SVM with an RBF kernel incurs the 

highest training time (312.6 seconds), reflecting the known scalability limitations of quadratic 

programming at this dataset scale, as described by Cortes and Vapnik. In contrast, k-NN exhibits 

negligible training time (0.3 seconds) but suffers from high inference latency (96.4 seconds), due to its 

O(n)O(n)O(n) per-instance distance computation, which is unsuitable for real-time monitoring. Decision 

Tree achieves the fastest training time (5.4 seconds) and provides the most favourable speed–accuracy 

balance among individual classifiers. MLP and AdaBoost fall within a mid-performance range in both 

accuracy and computational cost, offering practical alternatives when Random Forest’s higher training 

time is a limiting factor. 

Naive Bayes demonstrates the fastest training and inference times across all algorithms, but its false positive rate of 12.17% 

would generate an unacceptable volume of false alerts in any production deployment. These results collectively recommend 

Random Forest for accuracy-critical deployments and Decision Tree for speed-critical or resource-constrained environments. 

5.4 Comparison with Related Works 

A comparative perspective against seven NSL-KDD studies (2009–2018) is provided in Table 6, with 

accuracy used as the reference metric. Cross-study comparisons should be interpreted cautiously due to 

differences in evaluation protocols (binary vs. multi-class), feature preprocessing, and test partitions. 

Results indicate that the Random Forest accuracy of 99.14% closely aligns with the 99.67% reported by 

Farnaaz and Jabbar and the 99.40% reported by Aljawarneh et al., both obtained under less controlled 

preprocessing conditions. The slight deviation is attributable to the use of SMOTE, which improves 

minority-class recall at a modest cost to overall accuracy, and to the five-class evaluation setting, which 

penalises U2R errors. The SVM result (97.74%) exceeds the 97.11% reported by Revathi and Malathi and 
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the 96.90% reported by Thaseen and Kumar, consistent with the effectiveness of information-gain feature 

selection in reducing noise and improving RBF margin separation. 

The present study extends the literature by evaluating seven algorithms simultaneously under identical 

preprocessing conditions, providing the first direct comparison of AdaBoost and MLP against Random 

Forest and SVM in a five-class SMOTE-augmented NSL-KDD setting. It also reports macro F1-scores 

alongside accuracy, offering a more informative and minority-class-sensitive performance summary than 

any of the comparison studies in Table 6. 

 

Table 6. Comparison of Results with Related NSL-KDD Studies (2009-2018) 

Study Algorithm(s) 
Best Accuracy 

(%)
Notes 

Tavallaee et al. (2009) SVM, NB, DT ~99.0 (binary) Baseline NSL-KDD study; binary only 

Revathi & Malathi 
(2013) 

SVM (RBF kernel) 97.11 Binary classification; no feature selection 

Ingre & Yadav (2015) Decision Tree (J48) 98.72 Multi-class; no imbalance handling 

Farnaaz & Jabbar (2016) Random Forest 99.67 Feature selection applied; accuracy only 
reported 

Khammassi & Krichen 
(2017) 

GA + Logistic 
Regression 

97.30 Wrapper feature selection; binary mode 

Thaseen & Kumar 
(2017) 

SVM + Chi-Square 96.90 Binary; chi-square feature reduction 

Aljawarneh et al. (2018) J48, RF, BayesNet 99.40 Multi-class (WEKA); no SMOTE 

This Study RF, DT, SVM, kNN, 
NB, AB, MLP 

99.14 (RF) 7 algorithms; SMOTE; 20 features; multi-
class 

 

5.5 Impact of Feature Selection and Class Imbalance Handling 

Ablation experiments were conducted using Random Forest under three conditions to isolate the contributions of feature 

selection and SMOTE. Condition (a), full 41 features, no SMOTE, yielded 98.76% overall accuracy and a macro F1-score of 

0.9531. Condition (b), 20 selected features, no SMOTE—improved accuracy to 98.94% and macro F1 to 0.9612, confirming 

that information-gain feature selection removes noise and improves generalisation. Condition (c), the full pipeline with 20 

features and SMOTE—achieved the best macro F1 of 0.9743, with the improvement concentrated in R2L F1 (+0.09 versus 

condition b) and U2R F1 (+0.04), confirming that SMOTE's primary benefit is minority-class recall rather than aggregate 

accuracy. These findings are consistent with the broader SMOTE literature (Chawla et al., 2002; Wang et al., 2017). 

5.6 Practical Implications 

These findings carry several implications for real-world IDS design. First, Random Forest's combination of high detection rate, 

low FPR, and acceptable training time makes it the most deployable algorithm for offline or near-real-time batch detection 

pipelines. Second, the persistent U2R detection difficulty across all classifiers, even with SMOTE, suggests that additional 

strategies, such as transfer learning from related attack datasets or incorporating temporal sequence features, may be necessary 

for operationally acceptable U2R recall. Third, k-NN and SVM are inappropriate for high-throughput real-time deployment 
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due to their respective inference-time and training-time costs. Finally, the pronounced macro F1 gap between classifiers argues 

for multi-class evaluation with minority-sensitive metrics as a mandatory reporting standard in future IDS research. 

6. Conclusion   

This study presented a systematic, controlled evaluation of seven machine learning classifiers for five-class network intrusion 

detection on the NSL-KDD benchmark. A uniform preprocessing pipeline, label encoding, min-max normalisation, 

information-gain-based feature selection retaining the top 20 features, and SMOTE oversampling for minority classes, was 

applied to enable valid cross-algorithm comparison. Random Forest delivered the strongest overall performance, achieving 

99.14% accuracy, a macro F1-score of 0.9743, a detection rate of 99.07%, and a false positive rate of 0.93%, making it the 

recommended baseline for NSL-KDD multi-class IDS research. Decision Tree J48 provided the best speed-accuracy trade-off 

for resource-constrained deployments. Naive Bayes and k-NN demonstrated notable limitations in multi-class IDS tasks. 

A key finding is that U2R detection remains challenging across all evaluated classifiers, even with SMOTE augmentation. This 

reflects both the extreme scarcity of U2R training instances and the presence of unseen attack subtypes in KDDTest+. The 

macro F1-score is recommended as the primary comparative metric for future NSL-KDD studies, as it provides a more 

informative and practically relevant picture of minority-class detection than overall accuracy alone. 
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