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Abstract— In this paper, analytical model of leak
detection and location for application in oil
pipeline intrusion detection system is presented.
Specifically, modeling of oil pipeline intrusion
system using linear differential flow analytical
models for the cases of single leakage and
multiple leakages are presented. The oil pipeline
intrusion detection system is basically a
microcontroller based device that uses two
sensors located at two ends of an oil pipeline
segment to monitor the oil flow pressure and
based on the drop in pressure can apply the
mathematical models presented in this paper to
determine if leakage and hence intrusion has
occurred on the pipeline. Notably, the model is
based on the assumption that the fluid is
homogenous, the flow can be laminar or turbulent
and there isothermal flow condition. Proteus
software is used to simulate the oil pipeline
intrusion system operations by separately
injecting single leaks and multiple leaks and
monitoring the system’s responses in detecting
the leaks and their locations along the pipeline
based on the analytical models developed in this
paper. The results show that for the single leakage
point, and where the leakage pointt is located 8
km from sensor 1, the difference in time for the
wave to travel from the first sensor 1 to the end of
the sensor 2 varied from 1.8 at V=50 m%s to 1.3 at
V = 10 m%s. The results also show that the
leakage is detected in all the 5 different values of
V that were used in the simulation. Similarly, for
the double leakage, the difference in time for the
wave to travel from the first sensor 1 to the end of
the sensor 2 varied from 2.42 at V=50 m?/s to 2.00
at V = 10 m%s. Finally, for the triple leakage
points, the difference in time for the wave to travel
from the first sensor 1 to the end of the sensor 2
varied from 1.9 at V= 50 m®s to 1.34 at V= 10
m%s. In all, the simulation results show that the

mathematical model can effectively be used to
detect the occurrence of single leakage and
multiple leakages in a pipeline and it can also be
used to estimate the location of the leakage point
relative to the sensors.
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1. Introduction

In the present day Nigeria, oil product has being the
mainstay of the economy [1,2]. Also, in the transportation
of petroleum products, pipelines are crucial infrastructure
used to carry these product from the production point to the
various distribution points [3,4]. As such, protection of oil
pipeline has become very necessary thus, the need to look
for ways to improve on the security network around oil
pipeline. In this paper, analytical model of leak detection
and location for application in oil pipeline intrusion
detection system is presented.

Basically, oil pipeline intrusion detection system is a
microcontroller based device that uses two sensors located
at two ends of an oil pipeline segment to monitor the oil
flow pressure and based on the drop in pressure can apply
the mathematical models presented in this paper to
determine if leakage and hence intrusion has occurred on
the pipeline [5,6]. In some intrusion detection systems, the
sensor nodes are part of Internet of Thins (I0T) network. In
that case, they rely of sensor network transceiver
technology like the Longe Range (LoRa) to communicate
to the gateway or base station and then to the Internet [7].
In such case also, the intrusion detection system design
must account for the various signal attenuation mechanisms
that are prevalent in wireless communication links. In
addition, in a big setup, the intrusion detection sensors can
be part of a cluster in an loT or wireless sensor network in
which case the sensor nodes transmits to the cluster heads
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from where there data is relayed to the gateway or base
station and then to the internet [8]. However, in this paper,
the approach adopted is the use of GSM network interface
to connect the intrusion detection to the internet. Requisite
mobile software application and microcontroller firmware
are required to handle the interaction between the GSM
end-user and the GSM handset and also between the GSM
handset and the intrusion detection hardware device.

In any case, the major reason for employing intrusion
system is to support the pipeline controllers in the detection
and location of leaks along the oil pipeline [9,10]. The
intrusion system also provides alarm and display
mechanisms to enhance the oil pipeline intrusion detection
and management. Particularly, through the GSM link, the
pipeline controllers can be remotely notified of the leak
status along the pipeline in real-time and he also has the
opportunity to effect some control measures on the pipeline
management system. Furthermore, the application of the
intrusion system also help to reduce downtime as it helps to
speed up leak detection and location.

Notably, the analytical model presented in this paper is
based on the assumption that the fluid is homogenous, the
flow can be laminar or turbulent and there isothermal flow
condition. Proteus software is used to simulate the oil
pipeline intrusion system operations by separately injecting
single leaks and multiple leaks and monitoring the system’s
responses in detecting the leaks and their locations along
the pipeline based on the analytical model presented in this
paper. The details of the mathematical model and
simulations using Proteus software are presented along with
the discussion of the simulation results.

2. Methodology

The focus of this paper is to develop model for oil
pipeline intrusion system [11,12,13] using linear
differential flow equations [14,15,16]. Then, the
Proteus software [17,18,19,20] is used to simulate the
oil pipeline intrusion system operations and injecting
single leaks and multiple leaks and monitoring the
system response in detecting the leaks and their
locations along the pipeline based on the analytical
models developed in this paper.

The operation of the oil pipeline intrusion system is
based on the flow diagram of Figure 1. It is basically a
microcontroller based device that uses two sensors
located at two ends of an oil pipeline segment to
monitor the oil flow pressure and based on the drop in
pressure can apply the mathematical models presented
in this paper to determine if leakage and hence
intrusion has occurred on the pipeline ;21,22,23,24,25].
When intrusion is detected, the system can use its GSM
interface to place a call automatically to the control
engineer who will respond accordingly to send
appropriate command to the system to close the flow
valves. Also, if the system is set to respond in auto
mode, then the system will send appropriate command
to the system to close the flow valves without going
through the control engineer. The actual process of
detecting single leak or multiple leaks along the
pipeline segment is based on linear differential flow
analytical models which are present in the section that
follows [26,27,28]. The models effectiveness is
evaluated through the model simulation that is
conducted using Proteus software.
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Initialize the controller GSM module and the automatic or
manual switch activation flag (SAF)
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Figure 1 The operation of the oil pipeline intrusion system

2.1 Mathematical model for the flow in a pipeline with a

single point of leakage
The analysis presents the flow model of a pipeline with
a single point of leakage and another case with more
than one leakage. The diagram in Figure 2 shows a
flow model of a pipeline with a single point of leakage,
and the associated model parameters are such that one
segment of the pipeline is considered and there exist a
single leak on the pipeline. Also, the model is based on

the assumption that the flow can be laminar or
turbulent and there is isothermal flow condition.
Finally, it is assumed that the fluid is homogenous. The
model in Figure 2 shows that two sensors 1 and 2 are
used in estimating the location of the leakage.
Specifically, the location of the unknown single point
of leakage which occurs along the pipeline is estimated
using mathematical models that are based on the time
of sensing between the two sensors referred to as
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sensor 1 and sensor 2, as shown in Figure 2, where a,
denotes the propagation velocity of pressure wave
between sensor 1 and leak point Li and it is expressed
in m¥s; ay denotes the propagation velocity of
pressure wave between sensor 2 and leak point Li and
it is expressed in m®s; L-X denotes the distance from

leak point to the pressure sensor 2 and it is expressed in
m; X denotes the distance from sensor 1 to leak point
Li and it is expressed in m and V denotes the original
velocity of flow from sensor 1 to sensor 2 and it is
expressed in m*/s.

7
ax, Li-

Figure 2 The flow model for a single leakage point along the pipeline

In order to determine the inflow pressure before the
occurrence of intrusion point the following analytical
expressions apply;

t, —t f 1y X 1)
—_ = X =
1 0 ) axl - V axl - V

L1 d L-X 2

t2 to__fx Ay +V x T a,+V @

where X(m) denotes the distance from intrusion or leak

position to the sensor 1, L(m) denotes the distance between

sensor 1 and sensor 2, Li denotes the point where the leak

occurred and V(m/s) denotes the propagation velocity of
the fluid pressure wave within the pipeline.

Let Atdenote the difference in time for the wave to travel
from sensor 1 to the end of sensor 2, where;

At =t —t, (3)

Then,
A X L-X 4
t_axl—V ay, +V )
According to a study by Wang S. and CarrolJ.J (2006), if
there is a change in elasticity of fluid pressure, the fluid
velocity will change accordingly, hence, the pressure wave

is estimated using the expression;

- 2 < K/p ) )
1+(K/g)(2)c

where P (kg/m®) denotes the liquid density, K (Pa) denotes

the liquid bulk modulus of elasticity, E (Pa) denotes the

modulus elasticity, C denotes the correction factor related
to the pipeline constraint and e (m) denotes the pipeline
thickness.

2.2 Mathematical model for the flow in a pipeline with
one leakage and with more than one point of
leakage

The diagram in Figure 3 shows a flow model of a pipeline

with more than a single point of leakage and the associated

parameters as stipulated by Mutiu A.A et al (2019) include

H which denotes the pressure head length expressed in m,

Q which denotes the flow velocity expressed in m%s , L

which denotes the length of the pipe expressed in m , T

which denotes the time of flow expressed in s, Q which

denotes the Acceleration due the gravity expressed in m%/s

D which denotes the pipeline diameter expressed in m and

V which denotes the speed expressed in m/s.

1

I

| AL . AL g AL |
Leak 1 Leak 2 Li<<Qi
< >
L

Figure 3 Distributed model of a pipeline with more than one leakage point

For the dynamic equation pertaining to the fluid flow along
the pipeline, the study considered the model presented by
Li, Q. et al, (2018) which is expressed as follows:

C’,Q+ AaH =0 (6

gt TG =0 ©

90 + AaH 7

wteiy @

When a leakage occurs there will be a corresponding,
discontinuity at point L;wherei=1,2 ...... n, hence,

Q/Li=H/L; (8)
Therefore, for a pipeline with n-1 leakages there exist “n”
pairs of the Equation 6 with differential flow conditions that

exists between each section of the pipe, where the
differential flow conditions is expressed as follows:

Qb/Li = QalL; 9)
Where Qa/L; and Qb/L; denote are the previous and the
later leakages. Now when the length of the pipeline is
specified and assuming that the leakage is at a single point,
then,

AL =Li/n (10)

Estimated partial derivative from pressures and the flow is
in variation as shown below,
Also, the partial derivative estimated from pressures and the
fluid flow are in variation which are expressed as follows;
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OH _Hiy,_H;
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Where the index i denotes the variation along the pipeline
and the marginal condition for every section of the pipeline
is expressed as;

Qi=VHi (13)
Further simplification gives;
0Qi N
FT a;(Hi — Hiyq) (14)
0Hi . .
Fr a,(Qi — Qi_y) (15)
Where
a; = gm,.2n/y withn=1 (16)
_ Dl k=1 17
az_gann Wi = a7

In the situations where there are several leakages unequally
distributed AL is variable and values of the parameters a;
and a, are having equal pressures at both the inlet and the
outlet associated with the gap between the leakage points.
In such situation, H; and Hj; represents the pressure heads

of the pipeline while Q1 and Q, represents the measured
flows all over the pipeline.

3. System Simulation, Results and Discussion

3.1 Simulation of the system in Proteus Software

The testing and simulation of the model work was done
using Proteus virtual system modeling software. The
Proteus 8.4 simulation software contained most of the
components required for the simulation of the electrical
components or their equivalent components. During the
simulation, a continuous flow of fluid was indicated by the
flow sensors. A drop in flow pressure is identified by
interaction of sensors 1 and 2 in the flow terminals which is
recognized in the Arduino board as detectable change in the
state of the system hence, sending a call signal to the GSM.
This is implemented in the circuit presented in Figure 4 for
the flow measurement terminal 1.

Flow Measz‘ement Terminal 1

CONTROLLER |

‘wanw.TheEnglnesringProjects.com

SIM Card EEEEER .

nEmimnn  IERNERERDR
= = o

Figure 4 The circuit diagram of the flow measurement terminal 1

The circuit is a transceiver circuit configured to pick up the
inflow pressure using a virtual flow measurement device.
This flow measuring device takes the value of inflow
pressure and compares it with the outflow pressure using
the NRF 2401 which acts as a comparator that compares by
interacting with the two terminals. The signal obtained is

recorded on the LCD while the simulation of the system
triggered the buzzer when a set threshold of pressure was
attained by the outflow sensor. This implies the presence of
a leakage along the pipeline. The circuit diagram of the
flow measurement terminal 2 is presented in Figure 5.
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Figure 5 The circuit diagram of the flow measurement terminal 2

For the flow measurement terminal 2, it takes record of the
outflow pressure of the oil flowing through the pipeline. It
is similar to the flow measurement terminal 1, but differs in
the sense that terminal 2 takes record of the outflow
characteristics of the oil and presents same on the LCD.
During simulation, a differential of the record of sensor 1
and sensor 2 activates the buzzer which in real life, is a
transmission signal sent across to the GSM module which
alerts the control personnel. When intrusion is noticed, the
control engineer sends an SMS command of “close valve”
to the GSM configuration which serves as a switch to the
solenoid valve. This is represented as a switch connected to
the pump in the simulation. The close valve command shuts
down the pump on activation of the GSM module attached
to it by the SMS from the control engineer thereby stopping
the flow of oil along the pipeline.

A motor which represents the pump was employed for the
purpose of pumping the fluid along the pipeline at a
predetermined speed assumed to be the pressure of flow.
The flow sensor used in the design notices a drop in flow
pressure as a drop in electrical flux which implies intrusion;
the control unit for the outflow sensor sends out signal to
the Arduino target board which is picked up by the GSM
module and sent as a call signal from the GSM module to
the GSM operator/control personnel.

The system resets after transmitting the call signal to the
control engineer. The solenoid valve which is electronically
controlled is represented using a switch in the Proteus
software package. On receiving a call from the flow sensors
GSM configuration, the engineer/control personnel sends
an SMS to the GSM module embedded in the control unit
of the solenoid valve (in this case, a switch), the switch is

locked, shutting down the motor. This implies a ceasure in
the flow of oil along the pipeline.

3.2 Result for the Mathematical Model

The results of the simulation showing the time different at
which the outflow sensor sensed an intrusion as determined
using the mathematical model with respect to varying flow
velocities at sensors 1 and 2 are shown in Table 1 to Table
6.

3.2.1 The Results for Single Leakage

The results for single leakage for separation distance of 20
km from between sensor 1 and sensor 2 and where the
leakage point is located 10 km from sensor 1 are shown in
Table 1 and Figure 6 where the original velocity , V(m3/s)
of flow from sensor 1 to sensor 2 is varied from 50 m3/s to
10 m3/s. The results show the difference in time for the
wave to travel from the first sensor 1 to the end of the
sensor 2 varied from 1.8 at V=50 m3/s to 1.3 at v= 10
m3/s. The results also show that the leakage is detected in
all the 5 different values of V that were used in the
simulation.

Similarly, the results for single leakage for separation
distance of 20 km from between sensor 1 and sensor 2 and
where the leakage point is located 8 km from sensor 1 are
shown in Table 1 and Figure 6 where the original velocity ,
ng?’/s) of flow from sensor 1 to sensor 2 is varied from 50
m*/s to 10 m*/s. The results show the difference in time for
the wave to travel from the first sensor 1 to the end of the
seglsor 2 varied from 1.47 at V=50 m3/sto 0.8 at v=10
m-/s.

As seen in Figure 6, the value of Aty;y,) increases with V.

Table 1 The results for single leakage for separation distance 20 km between sensor 1 and sensor 2 and the leakage
point is 10 km from sensor 1
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The . The . . _The diffeI:r?ce in .
original The propagation | propagation Distance The distance time for the Intrus!on
velocity of velocity of velocity of from distance fror_n leak wave to Detection
flow from pressure wave | pressure wave | sensor 1 from point to travel from status
sensor 1 to between sensor 1 between to I(_aak sensor 1 to the the first [Detected/
Sensor 2 and I_eak3 point sensor 2 anq point sensor 2 pressure sensor 1 to Not
3 Li(m®/s) leak point Li. Li(m) sensor 2. Detected]
(m°/s) (m¥s) (m) the end of
the sensor 2
V(mS/S) aXl(m3/S) aXZ(m3/S) X(km) I—(km) L-X(km) At(Min)
50 55 40 10 20 10 1.8 Detected
40 45 30 10 20 10 1.85 Detected
30 35 20 10 20 10 1.8 Detected
20 25 10 10 20 10 1.6 Detected
10 15 5 10 20 10 1.3 Detected
Table 1 The results for single leakage for separation distance 20 km between sensor 1 and sensor 2 and the leakage
point is 8 km from sensor 1
The . The . The | et in .
original The propagation | propagation Distance The distance time for the Intrus!on
velocity of velocity of velocity of from distance fror_n leak wave to Detection
flow from pressure wave | pressure wave | sensor 1 from point to travel from status
sensor 1 to between sensor 1 between to Igak sensor 1 to the the first [Detected/
Sensor 2 and leak point sensor 2 and point Sensor 2 pressure sensor 1 to Not
3 Li(m%/s) leak point Li. Li(m) sensor 2. Detected]
(m°/s) (ms) (m) the end of
the sensor 2
V(m3/s) axl(mgls) axz(mgls) X(km) L(km) L-X(km) At(Min)
50 55 40 8 20 12 1.47 Detected
40 45 30 8 20 12 1.42 Detected
30 35 20 8 20 12 1.36 Detected
20 25 10 8 20 12 1.20 Detected
10 15 5 8 20 12 0.80 Detected
9 o 1.9
‘;“ : —0— The difference in time for
0 5« 1.7 the wave to travel from the
£ 2 = first sensor 1 to the end of
5 8 a . the sensor 2 when the
‘; "é' Q ’ leakage point is located 10
g = -QCJ km from sensor 1
s£%
g £ .g The difference in time for
g g 5 11 the wave to travel from the
] o first sensor 1 to the end of
& 2% 009 the sensor 2 when the
g s leakage point is located 8 km
£ S . from sensor 2
10 20 30 40 50

The original velocity, V of flow from sensor 1 to sensor 2 (m3/s)

Figure 6 The graph of the difference in time for the wave to travel from the first sensor 1 to the end of the sensor 2,
At miny Versus original velocity of flow, V for single leakage

3.2.2 The Results for Multiple Leakage

The results for multiple leakages are shown in Table 3 (for
2 leakages) and Table 4 for (for 3 leakages). The results for
leakages for separation distance d between

multiple (2)
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sensor 1 and sensor 2 are shown in Table 3 and Figure 7..
Given that the distance of first leak L; from the second leak
L, is given by L,-L,=n, the mean of distance of leakage
from X, sensor =n, and the mean of distance of leakage for
X, sensor =n, then for leakages 10km and 15km separation
from X, the value of n; = (10+15)/2= 12.5 km. For the
same leakage, it will be 10km and 5km separation from x,
where n,=(10+5)/2= 7.5. Hence in Table 3 Xym) =12.5 km

and

L-Xum) =7.5 km. The results also show that the

leakage is detected in all the 5 different values of V that
were used in the simulation. The results in Table 3 show the
difference in time for the wave to travel from the first
sensor 1 to the end of the sensor 2 varied from 2.42 at V=
50 m3/st02.00 atv=10 m%/s.

Table 3 The results for multiple (2) leakages for separation distance d between sensor 1 and sensor 2

The The
The The The . difference in .
. . . . distance ; Intrusion
original propagation propagation Distance The from leak time for the Detection
velocity of velocity of velocity of from distance oint to wave to status
flow from pressure wave pressure wave | sensor 1 to from P the travel from [Detected!/
sensor 1to | between sensor | between sensor | leak point | sensor 1 to ressure the first Not
sensor 2 1 and leak point 2 and leak Li(m) sensor 2 Eensor 5 sensor 1 to Detected]
(mfs) Li(m%s) point Li. (m*/s) (m) ' the end of
the sensor 2
V(m3/S) aXl(m3/S) aXQ(mS/S) X(km) L(km) L-X(km) At(Min)
50 55 40 12.5 20 7.5 2.42 Detected
40 45 30 12.5 20 7.5 2.40 Detected
30 35 20 12.5 20 7.5 2.35 Detected
20 25 10 12.5 20 7.5 2.25 Detected
10 15 5 12.5 20 7.5 2.00 Detected

Hence in Table 3 Xmy =10 km and L-Xm) =10 km. The results also
show that the leakage is detected in all the 5 different values of V that
The results for multiple (3) leakages for separation distancewdre used in the simulation. The results in Table 4 show the
between sensor 1 and sensor 2 are shown in Table 4 and Figure 7. Fdfference in time for the wave to travel from the first sensor 1 to the
3 leakages, the mean of distance of leakage from X; sensor remaénsl of the sensor 2 varied from 1.9 at V=50 m3/sto 1.34 atv=10

n, while mean of distance of leakages from x, sensor remain n,_Fof/s.
leakage 1 = 5, Leakage 2 = 10 and Leakage 3 = 15, then;

n;=(5+10+15)/3 =10km and n, =(15+10+5)/3 = 10 km
Table 4 The results for multiple (3) leakages for separation distance d between sensor 1 and sensor 2
The The
The The The distance difference in Intrusion
original propagation propagation Distance The time for the .

. : : . from leak Detection
velocity of velocity of velocity of from distance oint to wave to status
flow from pressure wave pressure wave | sensor 1 to from P travel from

: the ; [Detected/
sensor 1to | between sensor | between sensor | leak point | sensor 1 to the first
. . pressure Not
sensor 2 1 and leak point 2 and leak Li(m) sensor 2 Sensor 2 sensor 1 to Detected]
(m°fs) Li(m%s) point Li. (m*/s) (m) ' the end of
the sensor 2
V(mS/S) aXl(m3/S) aXZ(mS/S) X(km) L(km) L-X(km) At(Min)
50 55 40 10 20 10 1.90 Detected
40 45 30 10 20 10 1.86 Detected
30 35 20 10 20 10 1.80 Detected
20 25 10 10 20 10 1.67 Detected
10 15 5 10 20 10 1.34 Detected
WwWw.jmest.org
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the wave to travel from the
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Figure 7 The graph of the difference in time for the wave to travel from the first sensor 1 to the end of the sensor 2 ,

At miny Versus original velocity of flow, V for multiple leakages
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