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Abstract— In this paper, security vulnerability
analysis of a wireless network with WPA2
encryption using Cain and Abel is presented.
Security vulnerability analysis of a wireless
network entails a study explicitly conducted using
penetration testing tools and observation to
detect security lapses or flaws in the network
which can be exploited. The penetration testing
was conducted on a small case study wireless
network set up comprising of MTN Router, two
laptops, along with some mobile phones. The
results show that Cain and Abel was able to view
the network traffic and also resolve the domain
name server of both source and destination IP
addresses with the time of communication
between them in real-time. However, Cain and
Abel was not able to capture and save the
displayed traffic for further analysis. Also, Cain
and Abel was able to initiate a man-in-the-middle
attack through ARP poisoning using. Spoofing of
mac-address was effectively carried out by Cain
and Abel during the ARP poisoning session. This
attack compromised the integrity and availability
of the needed information. In addition, Cain and
Abel was used to sniff the wireless devices
connected to the network and also expose their
wireless passwords. This attack compromised all
the 3 aspects of the confidentiality, integrity and
availability (CIA) triad. In all, the study shows that
Cain and Abel tool can be effective in conducting
security vulnerability analysis of a wireless
network with WPA2 encryption, especially for the
three security concerns considered in this work.
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1.0 Introduction

Today, in virtually every aspect of human activity, wireless
network has an application [1,2,3,4]. When compare with
the wired and fiber optic networks [5,6, 7, 8,9, 10,11, 12,13,
14, 15, 16,17,18] with their high bandwidth specifications,
the wireless technologies have dominated because of each
of deployment. Moreover, beyond the terrestrial
applications [19,20], wireless technologies are increasingly
being used for satellite and deep space communications
[21,21,22,23]. These diverse applications have placed
wireless network among the most widely research area. The
original basic challenges associated with wireless networks
are limited bandwidth [24,25,26,27,28], signal propagation
loss [29,30, 31,32,33,34,35,36], rain fading [37,38, 39, 40,
41, 42, 43, 44,45], multipath fading [46,47, 48,49,50],
diffraction loss [51, 52, 53,54, 55,56], among others.
However, today, the emergence of the wireless internet has
given birth to increased dependency on online presence for
individuals and organizations who aim to achieve progress
in several areas like business transaction, access to
information, data storage and distribution etc. This implies
that lots of data are generated and transmitted daily. The
safely and security of these data in storage and in-transit
has become a burning issue [57, 58, 59, 60] and this has
prompted the Institute of Electrical and Electronics
Engineers (IEEE) to create several encryption techniques
such as Wireless equivalence privacy (WEP) and WIFI
Protected Access (Version 1 and 2) (WPA and WPAZ2) in a
bid to ensure that data integrity is not compromised [61, 62,
63, 64, 65, 66, 67]. Unfortunately, as the number of users
increases, the number of cyber-attackers has also increased
[68,69,70,71] and data security has become critical since
several vulnerabilities in the encryption are being detected
and exploited to cause data breach in the network
[72,73,74,75]. Accordingly, in this paper, experimental
research was carried out to conduct a performance analysis
of some of the cybersecurity tools in a case study wireless
network with WPAZ2 encryption [76,77,78,79,80]. In the
course of this research, a case study Wireless Lan was
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setup, then the needed tools were selected, and the diverse
functionalities of the selected tools are tested. Finally, the
result, recommendation and conclusion of the paper are
presented.

2.0 Methodology

Security vulnerability analysis of a wireless network entails
a study explicitly conducted using penetration testing tools
and observation to detect security lapses or flaws in the
network which can be exploited. Accordingly, the focus of
this paper is to conduct security vulnerability analysis of a
wireless network with WPA2 encryption using Cain and
Abel wireless network security testing software tool
[81,82,83,84]. First, brief description of the Cain and Abel
tool is presented along with the procedure for its
installation.  Subsequently, the following three wireless
network security vulnerability issues for a wireless network
with WPAZ2 encryption were analyzed using the Cain and

i Password Decryption/Cracking
ii. Man-in-the-Middle Attack (ARP poison)
iii. Packet capturing/Intrusion detection

2.1 Description and Installation of Cain and Abel

Cain and Abel is a Windows Operating System-based
password recovery software which employs several
techniques to collect password hashes. It can collect the
hash from the network, or extract it from the local machine.
It employs several techniques such as dictionary attacks,
brute force, and many other cryptanalysis techniques to
decrypt passwords. It also sniffs the network for data,
records VolIP conversations, and possesses other
characteristics/functions more  sophisticated  than
simple password cracking. The interface of Cain and Abel
tool showing an exposed WIFI password is shown in
Figure 1.
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Figure 1 Cain and Abel Interface

In order to use the Cain & Abel tool, first there is need to
download it and one option is to go to the download page at
www.oxid.it/cain.html. After downloading the Cain and
Abel self-installing executable package, run it and follow
the installation instructions to complete the installation
process. The detailed installation procedure of Cain and
Abel is given as follows:

1.  First, open your Web browser and search for Cain
and Abel IDS.exe, your search engine will come up
with a website that offers free download.

2. Download the Cain & Abel installation file via this
link: https://win10fix.com/goto/cain-and-
abel/download/

3. When the download is completed, double-click on
the executable file to begin the installation and
follow the instructions as presented by the self-
installing file.

4. Click on the icon that appears on the desktop to
launch the software on your PC

Note: Windows Defender and any other antivirus will
immediately detect the Application as a virus, hence, you
will need to deactivate all antivirus from your PC or you
install it in a virtual box.
2.2 The security vulnerability concerns considered
In this study, the penetration testing was conducted on a
small case study wireless network set up comprising of
MTN Router, two laptops, along with some mobile phones.
The following three wireless network security vulnerability
issues for a wireless network with WPA2 encryption were
analyzed using the Cain and Abel tool;
i Password Decryption/Cracking
ii. Man-in-the-Middle Attack (ARP poison)
iii. Packet capturing/Intrusion detection

2.2.1 Password Decryption/Cracking using Cain and
Abel software

Password decryption and cracking in this contextis the
exposure of password from encrypted packet. Essentially,
it means using Cain and Abel software to decode the
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wireless network passwords that are stored in Windows

operating system. In this paper, password decryption and

cracking was carried out on Cain and Abel based on the
following procedure:

Step 1. Launch the Cain and Abel software in a desktop
system. At this point the Cain and Abel software
has been downloaded and installed on the system.

Step 2: Discover all the MAC addresses on the system
using the command prompt Windows IP
Configuration command, “ipconfig /all”

- al

al - - - - - - -

Figure 2. The screenshot of the output of the
Step 3: Select the specific network interface

After launching the Cain and Abel software, launch the
configuration dialog box from the Cain and Abel interface
main menu. On the configuration dialog box the specific
network interface which is already identified is selected, as
shown in Figure 3.

Configuration Dialog >

Challenge Spoofing |
Traceroute
Sniffer |

Fiters and ports 1
Centficate Spoofing 1
APR { Arp Poison Routing ) 1

HTTP Fields |

APR-S51L Options |

Adapter | IP address | Subnet Mas ~
“Device“MPF_{2FEZ86C .. 0.0.0.0
Ef# “Device "\WPF_{CF58D3... 0.0.0.0
EfP “Device\NPF_{6288295 _ 0.0.00

20 20 20 244
Device NP F_{4640B7E... 0.0.0.0
et i) 3

<

“Device NPFE_{7FF178F4___

Winpocap VWersion
1.55

Curmrent Metwork Adapter
“Device "NPF_{7F178F4A-3BD4-454D-8E73-28C 2ZBFFEADES5}

WARMIMNG !l Only ethemet adapters supported
Options
I+ Start Sniffer on startup
[+ Start APR on startup

[ Dont use Promiscuous mode

Cerificates Collector | |

First, the MAC address of the specific network card to be
used for the sniffing need to be obtained. Accordingly, for
Windows operating system, in a situation where there are
more than one network card in the system, the MAC
address of all the network cards can be obtained using the
Command Prompt and typing “ipconfig /all” on the
command line, as shown in Figure 2.

virtual Adapter #3

|l WiFi Ads

‘ipconfig /all” command on the command prompt
Figure 3 Select the targeted wireless interface

Step 4: Obtain and decode the wireless network passwords
along with their encryption type and their SSID

This is achieved by selecting the Decoders tab and the
select the Wireless Passwords on the left-hand side of the
navigation menu that will appear when Decoders tab is
selected. Next click on the + button on the toolbar.

At this point, the software begins to probe the wireless
interface for all the wireless devices on the network and the
click on the + button on the toolbar enables the software to
dump the identified and decoded wireless network
passwords along with their encryption type and their SSID
on the decoders dialogue box as shown in Figure 4.

The result from the probe shows that the software was able
to discover all the wireless devices connected to the case
study wireless network and was also able to decrypt their
respective wireless passwords.

[ ox 1] Cancel Help
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Figure 4

Decrypted Wireless Password

2.2.2 Man-in-the-Middle Attack (ARP poison) using
Cain and Abel software

This is a form of Man-in-the-middle attack that is made
possible by exploiting the insecure nature of Address
resolution protocol (ARP). Devices using ARP can accept
frequent update which makes it possible for the malicious
devices to force another device on the network to update its
ARP cache with new values by sending ARP reply packet
to the unsuspecting device. The device’s correct IP address
will then be matched with the attacker’s mac-address. At
this stage, the attacker can comfortably listen/communicate

’ﬁ_} ':'D
File View Configure Tools Help

CHALL  CHALL

O @ BB G
|,§§, Decoders ]§ Network I“;} Sn/if\fer Igf Cra«

with other devices on the network disguising as the genuine
host and can also exploit the exposed packet information.
Step 1 Open the Cain & Abel software and navigate to the
MAC address scanner dialogue box on Cain & Abel
Open Cain & Abel by double clicking its icon on the
desktop.

On the Cain & Abel interface click on “Sniffer” tab (as
shown in Figure 5(a)) and then on the toolbar click on
“Start/Stop Sniffer” button (as shown in Figure 5(b)). Then,
click on the + button (as shown in Figure 5(c)). At this
point, the MAC address scanner dialogue box in Cain &
Abel software will open

L

File View Configure Tools Help

File View Configure Tools
+ U 3 CHALL CHLL [0 + [ ]
3y Sy + o9 hBERI +
|g’§ Decoders l? Network Iﬂ? Sniffer | ’@g Decoders |§ Network |i‘) Sniffer |;§J"Crac
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| OUIfi | Paddress | MACaddress | OUlfingerprint

‘ IP address | MAC address Aﬁngerprinl

Figure 5(a) “Sniffer” tab
button
Step 2: Scan the network for list of target IP addresses
Set the range of target IP addresses on the MAC address
scanner dialogue box. As shown in Figure 6, the range of
target IP addresses is 193:55:100:1 to 193:55:100:254.
Then select the “All Tests” checkbox on the MAC address
scanner dialogue box as shown in Figure 6.

Figure 5(b) “Start/Stop Sniffer”

Figure 5(c) the + button

Figure 6 Screenshot showing how Cain and Abel uses the
mac-address scanner feature to scan and
discover all the usable IP-address host range
in the wireless network.
The screenshot of the Poison Routing window is presented
in Figure 7 and it presents the option of selecting the

MLAC Address Scanner e targeted victim’s IP address and the network’s gateway
. ' address with their corresponding mac-addresses.
f:rf'; L te i e bt Initiate the ARP poisoning requestor operation by clicking
~ Range > on the “Start/Stop APR” button, as shown in Figure 5(b).
Eram The screenshot showing that the attacker has successfully
[ 193 55 100 . 1 implemented the attack is shown in Figure 8, w where you
To will notice that the traffic from the victim’s PC are re-
[ 153 — S routed through the PC with IP address of 193:55:100:99
and corresponding MAC address of 704CA5783608. From
this stage, the PC with IP address of 193:55:100:99 and
corresponding  MAC address of 704CA5783608 can
JMESTN42354183 15935
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monitor the victim’s internet activities and the information can be used for subsequent attacks.
Mew ARP Poiscn Routing >

WARNIMG I

APR enables wou to hijack P raffic bebween the selected host an the left lizt and all zelected hiosts on the right lizt in bath
directions. If a zelected host haz routing capabilities WWAHN traffic will be intercepted az well. Fleaze note that since your
maching haz not the zame performance of a router you could cause DoS i you et APR between vour Default Gateway and

all other hiosts on wour LAM.

IF address f&C Hosthame A IP address MAC | Hostharne *
193.55.100.99 FO4CARTRIE0S I
193.55.100.13 ACEZD3E7IEE I
193.55.100.123 18602483F3FAR 1 ]
193.55.100.102 ACEZ2D3E9E030 1 I
193.55.100.103 000453031 4E7 1 I
193.55.100.110 D4BEDIBRIDZD 1 I
193.55.100.111 38F2B33E14BC 1 ]
19255100112 DOEY2E9CEIET 1 l ]
19255100114 DOEOEF275C05 1 . c [ ]
193.55.100.116 FRDOZFATDZDE ¥ 159355100110 D4BEDIBEIDED ¥
< > < >

%

Cancel |

Figure 7: The screenshot of the Poison Routing window for selecting the victim’s IP-address
Figure 8: The screenshot showing the Arp Poisoning in
action and results

Status | IP address | MAC address | Packets -» . . . . .
£\ Poisoning 103.55.100.99 JACASTRIEOS O 2.2d3AbP?ck$: capturing/Intrusion detection using Cain
S\ Poisoning 1935510099 TDACASTB360Z O and ADel sottware . .
S Intrusion Detection is the detection of unauthorized users
i Poisoning 193.35.100.59 TMCASTRSG0E | 0 and suspicious activities in a network. It is analysed
dhPoisoning 193.35.100.55 TACASESH8 | 0 concurrerr)ltl with packet capturin bécause intruﬁion
Poisoning  193.55.10099  TO4CAS7B3608 0 Y Ph , puring e o
2 Poisonin 183.55.100.99 4CASTBI60S | 0 cannot be detected wit out first capturing the pac et..lnt is
& poisoni g 193I55I1DDI99 ;MCASI?B%DS 0 research, Packet capturing was achieved by repeating the
DEOn 2 : : procedure shown in Figure 6 to show the list of active IP-
,-g.l:lmrnmnn 142 585 1nn &0 TNAT ASTRIANG )] .
Address before selecting the IP-Address whose packet |
e oIl MAC address | Packets->  \vanted to capture and monitor for intrusion , for the
@ Full-routing  193.55.100.160  D46E0E3DIDI5 60 purpose of this research, all the IP-Address was chosen as
I Full-routing 193.55.100.130 7ADABAF46629 17 shown Figure 9.

“)Half-ruuting
“)Half-muting

192.168.0.100
193.55.100.152

D4eEQE3DODMS 2
F439092A6BCE 143

I Full-routing 193.55.100.152 F439092A6BCE 15
I Full-routing 193.55.100.160 D46EOE3DODS 25
I Full-routing 193.55.100.112 DO6T269CE961 3
I Full-routing 193.55.100.160 D4eEOE3DODMS 32
I Full-routing 193.55.100.160 D4eEOE3DODMS 32
P Full-routing 193.55.100.160 D46EOE3DID1S 8
P Full-routing 193.55.100.112 DOBT269CE961 10
I Full-routing 193.55.100.112 DOET260CE961 7
I Full-routing 193.55.100.112 DOET260CE961 15
I Full-routing 193.55.100.133 1860243F3FEF 7
> Half-routing ~ 192.55.100.130 TADAZLFAGE2D 7
I Full-routing 193.55.100.160 D4eEQE3DODS &
I Full-routing 193.55.100.160 D4eEOE3DODMS 73
I Full-routing 193.55.100.160 D46EOE3DOD1S 178
I Full-routing 193.55.100.130 TADAZEFA6629 10
I Full-routing 193.55.100.112 DO6T269CE961 7
I Full-routina 193.55.100.152 F439092A6BCE 7

e  Configuration / Routed Packets
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After selecting the targeted IP-address, | proceeded to click
on the ARP-HTTPS option, this option brought a catalogue

IP address | MALC | Hozthame A Iaddress | MALC | Hozthame |A
193.55.100.99 T04CARTE 3608 146 I
193.55.100.102 ACEZ2D3R5B0O30 I
193.55.100.103 000A530314E1 ]
193.55.100.110 D4BECSBRADZD ]
19355100111 93F2B33E14BC I
19355100112 DOB7 269CE9E1 ]
19355100114 Q0GOEFZ75C05 ]
19355100116 FaD027ATD 206 ]
19355100117 FaD02vaTE204 I
193.55.100.118 FaD027ATE20 b I -
£ > £ >

=
-

1
fu
=
0
&,

Figure 9: Selecting the targeted IP-Address
of all the traffic generated in the network in real-time which

enabled me to monitor the network for any Intrusion as
shown in Figure 10 below

< >

- | R
File View Configure Tools Help
S @ o E Y BRI m@mEEO®R 0 |0
@ Decoders |§ MNetwork |ﬂ'ﬂ Sniffer |@f’ Cracker |@ Traceroute |Iﬂ| CCou |[(E|°] Wireless |$) Query |
& APR Started | Closed | HTTPS hostname | HTTPS server | Client SNI Status ~
..[=] APR-Cert (43) 13/01/2022 - 10:00:30 13/01/2022 - 10:00:31 *.googleapis.com 142.250.180170  193.55.100.160 chat-pa.clientsf.g...  Couldn't accept 551
----- 2 APR-DNS 13/01/2022 - 10:00:31 13/01/2022 - 10:00:31 *.googleapis.com 142.250.180.170  193.55.100.160 chat-pa.clientsf.g..  Couldn't accept 551
..... Bl APR-55H-1(0) 13/01/2022 - 10:00:32 13/01/2022 - 10:00:32 AnyMNet Relay 138.201.40.141 193.55.100.114 Couldn't accept 551
_____ £y APR-HTTPS (138) | 13/01/2022 - 10:00:36 13/01/2022 - 10:00:36 gvtd.com 216.23832.116  193.55.100.160  beacons3.gvt2.com  Couldn't accept S5L
_____ 2 APR-ProxyHTTPS (0) 13/01/2022 - 10:00:36 13/01/2022 - 10:00:36 google.com 142.250.180.67 193.55.100.160 beaconsd.gvtZ.com  Couldn't accept 551
_____ S APR-RDP (0) 13/01/2022 - 10:00:36 13/01/2022 - 10:00:36 google.com 142.250.180.131  193.55.100.160 beacons.gep.gvt2...  Couldn't accept 551
13/01/2022 - 10:00:37 13/01/2022 - 10:00:38 *.instagrarm.com 157.240.221.63 193.55.100.160 graph.instagram.c..  Couldn't accept 551
£y APR-FTPS (0) 13/01/2022 - 10:00:37  13/01/2022- 1000:38  gvtd.com 216.23932116 19355100160  beaconsd.gvtl.com  Couldn't accept SSL
----- £ APR-POP3S (0) 13/01/2022 - 10:00:37 13/01/2022- 10:00:38  google.com 216.58.205.67 193.55.100.160  beaconsS.gvtl.com  Couldn't accept S50
----- £ APR-IMAPS (0) 13/01/2022 - 10:00:37 13/01/2022 - 10:00:38 google.com 216.58.205.67 193.55.100.160  beacons.gvtZ.com  Couldn't accept SSL
----- £y APR-LDAPS (0) 13/01/2022 - 10:00:39 13/01/2022 - 10:00:40 walkme.com 23.66.28.129 193.55.100.160 playerserverwalk..  Couldn't accept 551
..... é APR-SIPS (0) 13/01/2022 - 10:00:45 13/01/2022 - 10:00:45 *teamviewer.com 44.16.6.171 193.55.100.112 Couldn't accept 551
13/01/2022 - 10:00:46 13/01/2022 - 10:00:486 gvid.com 216.239.32.118 193.33.100.160 beaconsi.gvtZ.com  Couldn't accept 550
13/01/2022 - 10:00:46 13/01/2022 - 10:00:46 google.com 209.85.200.94 193.55.100.160 beacons2.gvtZ.com  Couldn't accept 551
13/01/2022 - 10:00:47 13/01/2022 - 10:00:47 google.com 216.58.205.67 193.55.100.160 beaconsi.gvid.com  Couldn't accept 551
13/01/2022 - 10:00:47 13/01/2022 - 10:00:47 google.com 142.250.180.67 193.55.100.160 beaconsl.gvtZ.com  Couldn't accept 550
13/01/2022 - 10:00:50 13/01/2022 - 10:00:50 *facebook.com 157.240.221.34 193.55.100.160 magtt-rinifacebo..  Couldn't accept S5l ,
£ >

£ APR-HTTPS

E Hosts |@APR |0$' Routing |% Passwords |& VolP |

Figure 10 Catalogue of generated traffic

server address, session start/closing time and the resolved

Figure 11 below shows all the website visited by all the DNS of the visited sites.

network clients. The data captured included client and Https
Started | Closed | HTTPS hostname | HTTPS server | Client | SI |
13/01/2022 - 10:24:00 13/01/2022 - 10:37:31 *.google.com 138.201.40.14 193.55.100.114
13/01/2022 - 10:24:00 13/01/2022 - 1:37:31 *UMEng.com 142.250,184,35 193.55.100,160 ssl.gstatic.com
13/01/2022 - 10:24:00 13/01/2022 - 10:37:31 www.google.com 142.250.180.101  193.55.100.160 mail.google.com
13/01/2022 - 10:24:00 13/01/2022 - 10:37:31 *flos1-2fnafbcdn..  142.250.184.46 183.55.100.160 www.youtube.com
13/01/2022 - 10:24:02 13/01/2022 - 10:37:31 *.gocgle.com 216.58.205.67 193.55.100.160 beacons.gvtd.com
13/01/2022 - 10:24:03 13/01/2022 - 10:37:31 google.com 203.160.137.57 193.55.100.131 bento.agoda.com
13/01,/2022 - 10:24:03 13/01/2022 - 10:37:31 *.gocgle.com 111.63.137.73 193.53.100.160 errlog.umeng.com
13/01,/2022 - 10:24:03 13/01/2022 - 10:37:31 *.instagram.com 111.63.137.73 193.55.100.160 errlog.umeng.com
13/01,/2022 - 10:24:03 13/01/2022 - 10:37:31 *.events.data.micr..  216.58.206.42 193.55.100.160 chat-pa.clientsb.g...
13/01/2022 - 10:24:03 13/01/2022 - 10:37:31 google.com 216.58.206.42 193.55.100.160 chat-pa.clientsb.g...
13/01/2022 - 10:24:04 13/01/2022 - 1:37:31 www.google.com 20.54,37.73 193.55.100,130 clientiwns.window..,
13/01/2022 - 10:24:04 13/01/2022 - 10:37:31 *flos1-2fnafbcdn.. 136.243.39.33 193.55.100.112
13/01/2022 - 10:24:05 13/01/2022 - 10:37:31 *.googleapis.com 142.250.180.101  193.55.100.160 mail.google.com
13/01/2022 - 10:24:05 13/01/2022 - 10:37:31 AH_MOMTYSAGE 157.240.221.34 193.55.100.160 mgtt-mini.facebo...
13/01/2022 - 10:24:05 13/01/2022 - 10:37:31 settings.data.micr... 142250180110 193.55.100.160 play.google.com
13/01/2022 - 10:24:06 13/01/2022 - 10:37:31 *.umeng.com 142.250.180.110  193.55.100.160 google.com
13/01/2022 - 10:24:06 13/01/2022 - 10:37:31 google.com 142250180110 193.55.100.160 google.com
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3. Discussion of Results

Packet Capturing/Intrusion detection
Cain and Abel was able to view network traffic and also
resolve the Domain name server of both source and
destination IP addresses with the time of communication
between them in real-time. However, Cain and Abel was
not able to capture and save the displayed traffic for further
analysis.
Man-in-the-middle Attack
Cain and Abel was able to initiate a man-in-the-middle
attack through ARP poisoning using. Spoofing of mac-
address was effectively carried out by Cain and Abel during
the ARP poisoning session. This attack compromised the
integrity and availability of the needed information.
Password Cracking
Cain and Abel was used to sniff other wireless devices
connected to the network and also expose their wireless
passwords. This attack compromised all the 3 aspects of
the confidentiality, integrity and availability (CIA) triad.

4. Conclusion

Security vulnerability analysis of a wireless network with
WPAZ2 encryption using Cain and Abel wireless network
security testing software tool is presented. First, first, brief
description of the Cain and Abel tool is presented along
with the procedure for its installation.  Subsequently,
password decryption/cracking, man-in-the-middle attack
(ARP poison) and packet capturing/intrusion detection,
which are among the most popular wireless network
security vulnerability issues were analyzed for a wireless
network with WPA2 encryption using the Cain and Abel
tool. The results show that for the wireless network with
WPAZ2 encryption, Cain and Abel tool is able to identify
and execute each of the three security vulnerability issues
considered in the study.
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