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Abstract—We are living in the Internet world, 
and today our (own & business) life is linked with 
IT systems (OS). Often these systems are exposed 
to the risk of a hackers or virus infection, so that 
we all looking for a best antivirus, anti-Spyware 
software and install it but still the virus and 
hackers attacks our system. The most powerful 
attack on the systems is Social Engineering 
Attack because of this attack deals with 
Psychology so that there is no hardware or 
software can prevent it or even can defend it and 
hence people need to be trained to defend against 
it.  

This paper is contains a complete overview of 
social engineering attacks, which is structured as 
follows: Social Engineering taxonomy are shows 
in section 2 which divided to Phases, types and 
approaches while Section 3 contains a skills of 
social engineering. In Section 4, provide social 
engineering channels. In Section 5, describe 
Social Engineering attacks at Mobile applications. 
Before concluding the work in Section 8, 
Detecting / Stopping Social Engineering Attacks 
and Preventing Future Social Engineering Attacks 
Fortunately are showing in section 6 and 7. 

Keywords—attacks, infiltration, security, social 

engineering 

1. INTRODUCTION 
 
In our daily life we spend most of our time to 

looking inside or work on our mobiles (computers). 
Thus, we share information and data with people who 
do not necessarily know them, or that we’ve already 
met them.  

Today some of social networks like Facebook and 
Twitter are become the largest and most important 
sources of information, data exchange, and online 
services by virtue of its rapid growth. The social 
networks give full support to find new friends in 
addition to the exchange of data. And thus a new 
source of information is added to our knowledge. 
Clearly, most social network sites are critical with 
respect to user’s security and privacy due to the large 
amount of information available on them, as well as 
their very large user base.[1]  

At the business, Companies expect their 
employees to work with their own device as well as be 
highly mobile and flexible concerning their workspace 
[2] and there is an increasing trend towards expecting 

employees and knowledge workers to use their own 
devices for work, both in the office and elsewhere. 
This increase in flexibility and, conversely, reduction in 
face-to-face communication and shared office space 
means that increasing amounts of data need to be 
made available to others through online channels[3].  

This huge revolution in communications and 
sharing information with others made the systems 
more vulnerable in terms of penetration by hackers 
especially through social engineering attacks because 
of Social engineering in itself does not necessarily 
require a large amount of technical knowledge in 
order to be successful [4]. 

Instead, social engineering preys on common 
aspects of human psychology such as curiosity, 
courtesy, gullibility, greed, thoughtlessness, shyness 
and apathy [5]. 

Research has shown that users of online social 
networks tend to exhibit a higher degree of trust in 
friend requests and messages sent by other users. As 
a result, the dangerous of social engineering attacks 
lies in the following: 
1. High degree of trusting that is established between 
the victim and the attacker. And the victim may not be 
able to know that he was penetrating and theft. 
2. Ease of implementation of social engineering 
attacks because it doesn’t need a large amount of 
technical knowledge in order to be successful. 
3. There is no hardware or software can prevent 
social engineering attacks or even can defend it. 
4. Most large companies and news agencies signed a 
victim of attacks against their information systems 
such as Google [6], Facebook [7], and New York 
Times. [8] 
 

2. SOCIAL ENGINEERING TAXONOMY 
 

PHASES IN A SOCIAL ENGINEERING ATTACK: 
Although that all social engineering attacks are 
different from each other and as unique as that, there 
are many traditional attack techniques to achieve the 
desired results of the attack, but the attack has some 
of the common patterns. These patterns consist of 
four stages (the collection of information, the 
development of the relationship, exploitation and 
implementation) [9] or just like some authors are 
divided (research, hook, play and out).[10] 
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Fig. 1: Overview of the social engineering attack phases. 

 
Information gathering or Research: In the 

information gathering phase, the attacker tries to 
make research about the target by gather information 
from various resources and means, such as dumpster 
diving, target website, public documents, physical 
interactions, and so on. Research is necessary when 
targeting a single user. 

Relationship Development or Hook: In this phase 
the attacker tries to find or establish the relationship 
with victim by trying to start a conversation or another 
way in order to identify various ways which will excite 
the victim. 

Exploitation or Play: The main purposes of this 
step are to make the relationship stronger by continue 
the dialog to get the desired information for 
completing the plan and built the software or create a 
new Spyware. Now everything is ready. The last step 
is execution. 

Execution or Exit: This is the last phase of the 
social engineering attack, in which the attacker is 
execute the attack and stop the communication with 
the target without creating anything make the victim 
know what happened. 

 
SOCIAL ENGINEERING TYPES: Basically, social 

engineering can be divided into two types according to 
the way that can perform it which is: human based 
and computer based. 

Human-based social engineering: In this kind of 
social engineering attacks, the social engineering 
attack is conducted directly by a person. By other 
word the attacker interacts directly with the target to 
get information. Note that in human-based social 
engineering the number of targets is limited because 
of the lower capacity compared to an attack 
conducted by software. 

Software-based social engineering: Software-
based social engineering refers to attacks carried out 
with the help of system (such as computer, mobile) 
software to get the desired information. Examples 
include the Social Engineering Toolkit (SET), which 
can be used to craft spear-phishing e-mails [11]. 
SOCIAL ENGINEERING APPROACHES: Social 
engineering attacks are multifaceted and the attackers 
used it in different approaches which are: 

Physical approaches: Physical approaches are 
some form of action the attacker performs it in order to 
gather information about the victim. An often-used 
method is searching through a trash (dumpster diving) 

[12]. A dumpster can be a valuable source of different 
information for attackers.  

Social approaches: Social approaches are the 
most important aspect of successful social 
engineering attacks. In order to increase the chances 
of success of such attacks, the attackers often try to 
develop a relationship with their victims by rely on 
socio-psychological techniques [3] such as persuasion 
methods to manipulate their victims (e.g., use of 
purported authority). Or use most common social 
vector which is curiosity, (e.g., used in spear-phishing 
and baiting attacks). According to [11], the most 
prevalent type of social attacks is performed by 
phone. 

Technical approaches: are mainly carried out over 
the Internet where social networking sites are 
becoming valuable sources of information. Attackers 
often use search engines to gather personal 
information about victims. There are also tools that 
can gather and aggregate information from different 
Web resources such as Maltego

1
 that become one of 

the most popular tools of this area. Note that the 
Internet is especially interesting for social engineers to 
harvest passwords, as users often use the same 
(simple) passwords for different accounts.[11] 
Socio-technical approaches: 

Successful social engineering attacks often 
combine several or all of the different approaches 
discussed above. However, socio-technical 
approaches have created the most powerful weapons 
of social engineers. One of technical and social 
approaches examples is where the attackers exploit 
the curiosity of people by leave malware-infected 
storage media such as a USB drive containing a 
Trojan horse [13] in a location where it is likely to be 
found by future victims. 
 

3. SOCIAL ENGINEERING SKILLS: 
 

In this section described in detail some of the 
social engineering skills most commonly used which 
are:  
 

Dumpster diving involves research in the trash of 
future victim to find sensitive information (such as 
passwords, filenames, or other pieces of confidential 
information) that can be used to compromise a system 
or a specific user account. This type of skill can be 
conducted by humans as well as by software. 
 

Phishing is the attempt to acquire sensitive 
information or to make somebody act in a desired way 
by masquerading as a trustworthy entity in an 
electronic communication medium [3]. They are 
usually targeted at large groups of people. For 
example, those claiming to be from the lottery 
department and informing you that you have won a 
million dollars. They request you to click on a link in 
the e-mail to provide your credit card details or enter 
information such as your first name, address, age, 
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and city. Using this method the social engineer can 
gather social security numbers and network 
information. Phishing attacks can be performed over 
almost any channel (channel will show in next 
section), Attacks targeted at specific individuals or 
companies are referred to as spear-phishing. Spear-
phishing requires the attacker to first gather 
information on the intended victims, but the success 
rate is higher than in conventional phishing. If a 
phishing attack is aimed at high-profile targets in 
enterprises, the attack is referred to as whaling. 
 

 
Fig. 2: Social Engineering skills. 

 
Reverse Social Engineering: This type of attack is 

an independent technology itself is very effective, the 
attacker does not attempt contacting the victim 
directly, but makes the victim calling for her believe 
that attacker trustworthy entity. For example, if the 
attacker directly calling users on the phone and asking 
them for their passwords this might raise suspicion in 
some users. In the reverse social engineering version 
of the same attack, a phone number can be e-mailed 
to the targets a couple of days in advance by spoofing 
an e-mail from the system administrator. The e-mail 
may instruct the users to call this number in case of 
problems. In this example, any victim who calls the 
phone number would probably be less suspicious and 
more willing to share information as she has initiated 
the first contact [1]. 

Reverse social engineering attacks are especially 
attractive for online social networks because of there 
is a good potential to reach a lot of registered users in 
online social networks and it can bypass current 
behavioral and filter-based detection techniques that 
aim to prevent wide-spread unsolicited contact. As 
well as if the victim contacts the attacker, less 
suspicion is raised, and there is a higher probability 
that a social engineering attack will be successful [1]. 

Reverse social engineering RSE can be classified 
according to attack into four types: 

 
Fig. 3: Reverse Social Engineering Attack types. 

 
Direct Attack: In this attack, the action of the 

attacker is visible to the targeted users. For example, 
an attacker can post a message, or publish some 
interesting picture on a website 

Mediated Attack: It is follow a two-step approach in 
which the baiting is collected by an intermediate agent 
that is then responsible for propagating it (often in a 
different form) to the targeted users. 

Targeted Attack: In this attack, the attacker 
focuses on a particular user. But in order to perform 
this kind of attack, the attacker has to know some 
previous information about the target (such as 
username or e-mail address). 
Un-targeted Attack: In untargeted attack, the attacker 
is just interested in reaching as many users as 
possible. 

RSE attacks can be divided to three different 
combinations according to the context of online social 
networks. 

 

Fig.4: Different types of Reverse Social Engineering 

 
Recommendation-Based RB-RSE[Targeted, 

Mediated] Recommendation systems in social 
networks propose relationships between users based 
on secondary knowledge on users that derives from 
the interactions between registered users and the 
friend relationships between them or background and 
other artifacts based on users interaction with the 
social network. For example, the social networking 
site may try to automatically identify which users know 
each other or might record the fact that a user has 
visited a certain profile in order to propose friendship 
recommendations. A recommendation system is an 
interesting target. If the attacker is able to influence 
the recommendation system and make the social 
network issue targeted recommendations, there are 
high ability to trick victims into contacting the attacker. 
Figure 4(a) demonstrates the recommendation 
system-based RSE attack scenario. 
 

Demographic-Based DB-RSE [Un-targeted, 
Mediated] Demographic-based systems in social 
networks allow establishing friendships based on the 
information in a person’s profile. Some social 
networks use this technique as the norm for 
connecting users in the same geographical location, in 
the same age group, or those who have expressed 
similar preferences. Figure 4(b) demonstrates an RSE 
attack that uses demographic information. In the 
attack, the attacker simply creates a profile (or a 
number of profiles) that would have a high probability 
of appealing to certain users, and then waits for 
victims to initiate contact. 
 

Visitor Tracking-Based VTB-RSE [Targeted, Direct] 
Visitor tracking is a feature provided by some social 
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networks to allow users to track who has visited their 
online profiles. The attack in this case involves 
exploiting the user’s curiosity by visiting their profile 
page. The notification that the page has been visited 
might raise interest, baiting the user to view the 
attacker’s profile and perhaps take some action [1]. 
Figure 4(c) outlines this attack method. 
 
Table 1: Classification of Reverse social engineering 

attacks according to the context of online social 
networks. 

RSE RB-RSE DB-RSE VTB-RSE 

Direct    

Mediated    

Targeted    

Un-targeted    

 
Shoulder surfing refers to using direct observation 

techniques to get information, such as looking over 
someone's shoulder at their screen or keyboard [3]. 
Baiting it is a wide scale attack performed through 
using online adverts and websites. This includes 
some websites that allow the user to download, or 
pop-up that purport to have detected a problem with 
the victim’s system which clicking on the pop-up will 
solve. Following the links provided in the bait, a user 
machine may automatically download malware. 

Watering hole attacks are typically more 
sophisticated than most other social engineering 
techniques as they require some technical knowledge. 
Similar to baiting, use trusted websites to infect 
victim’s computers where the attackers compromise a 
website and waiting for victim. 

Advanced Persistent Threat refers to long-term, 
mostly Internet-based espionage attacks conducted 
by an attacker who has the capabilities and intent to 
comprise a system persistently[3]. 
 
SOCIAL ENGINEERING CHANNELS: 

Attacks can be performed via the following 
channels: 
Instant Messaging Applications (IMA) are most 
common channel for phishing and reverse social 
engineering attacks and it can also be used easily for 
identity theft to exploit a trustworthy relationship. 
E-mail is gaining popularity among social engineers 
as tool for phishing and reverse social engineering 
attacks. 

 
 

Fig. 5: The classification of social engineering and attack 
channels. 

 

Social networks offer a various opportunities for 
social engineering attacks because of its ability to 
create fake identities and make it easy for attackers to 
hide their identity and harvest sensitive information. 

Physical as showed some form of action the 
attacker performs it in order to gather information 
about the victim using (dumpster diving) method. 
Cloud services can be used from attackers to place a 
file or software in a shared directory to make the 
victim hand information over. Telephones, Voice over 
IP are attack channels to make the victim deliver 
sensitive information for attackers. Websites are most 
commonly used to perform watering hole and baiting 
attacks. Furthermore, it can be used with e-mails to 
perform phishing attacks. Table 2 outlines the 
relationship between the social engineering types, 
approaches, channels and attack skills. Note that 
many types social engineering attacks exclusively 
depend on a physical attack channel, such as 
dumpster diving, phishing, Reverse social 
engineering, shoulder surfing, baiting. To protect 
against this class of attacks, physical security needs 
to be improved.  

 
Table 2: Classification of social engineering attacks 

according to our taxonomy 
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Type 
Human        

Software        

Approach 

Physical        

Technical        

Social        

Socio- 
technical 

  
 

    

Channel 

IMA        

E-mail        

Social 
Network 

 
  

    

Physical        

Cloud 
services 

 
  

    

Telephone, 
VoIP 

 
  

    

Website        

 
SOCIAL ENGINEERING ATTACKS AT MOILE 
APPLICATIONS: 

The increase in using the mobile applications in 
business and a private context make the Mobile 
applications are an increasingly popular channel for 
social engineering attacks where the mobile 
messaging and e-mail applications are a high interest 
to social engineers. 
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The employees of companies are often tends to 
use their personal devices, which are computers, 
Mobile phones, and tablets or all of it. And it’s become 
a policy established by companies since a close time. 
Therefor more employees use their smartphones to 
do their jobs or to check their company e-mails or to 
share documents with the cloud. However, many 
smartphone applications (such as WhatsApp [14]) can 
be misused to conduct social engineering attacks. 

Considering that many smartphone applications 
are highly vulnerable and can leak sensitive 
information, we can conclude that such mobile 
devices offer a variety of attack vectors for social 
engineering and other attacks on user privacy. 
Moreover, when we setup some smartphone 
applications it request permissions to access sensitive 
data on the device. If attackers were to create such an 
application, they would obtain the information and 
could use it as a starting point for a social engineering 
attack. 

One of authors [15] shows two different scenarios 
of attack can serve as a starting point for mobile 
applications attacks. And the other [16] discussed how 
inter-application information exchange can be sniffed 
on smartphones and then be misused to violate 
application policies and permissions. While in some 
cases, the attacker simply plagiarizes a popular 
smartphone application and deploys it in order to 
perform an attack. [17] 
 
DETECTING / STOPING SOCIAL ENGINEERING 
ATTACKS: 

As we stated previously there are no specific and 
clear way for the implementation of social engineering 
attacks, but we can say that use common sense is the 
simplest way to defend against it. If something seems 
suspicious it may be an attack. Following some 
common indicators of a social engineering attack: [18] 

 Someone creating a tremendous sense of urgency 

to make you take a very quick decision, be suspicious. 

 Someone asking for information they should not 

have access to or should already know. 

 Something too good to be true. Such as if you are 

notified that you won the lottery, even though you 

never even entered it. Basically, for stopping Social 

Engineering attacks there are some steps that must 

dealing with it carefully: 

 If you suspect someone is trying to make you the 

victim of a social engineering attack, do not 

communicate with him any more.  

 If it is someone you don’t know him calling you on 

the phone, hang up. 

 If it is someone you don’t know him chatting with 

you online, terminate the connection. 

 If it is an email you do not trust, delete it.  

 If the attack is work-related, be sure to report it to 

your help desk or information security team right 

away. 

PREVENTING FUTURE SOCIAL ENGINEERING 
ATTACKS: 
There are precautions you can take to help prevent 
exposing yourself to future social engineering attacks: 
Make a strong passwords for your accounts and never 
share its. There are no organization will ever contact 
you and ask for your password. If someone does that, 
it is an attack. 
Don’t Share Too Much. Everything you shared it with 
others increases the chance of exposure to attack and 
make the attacker able to know more about you. Even 
sharing small details about yourself over time can be 
put together to create a complete picture of you. Thus 
it is easy to the attackers to find and mislead you into 
doing exactly what they want from you 
Verify Contacts.  At times, you may be called by some 
organizations for legitimate reasons such as bank, 
Credit Card Company, mobile service provider or 
other to get some information or problem. If you have 
any doubt about the calling whether a request for 
information is legitimate, don’t give any Sensitive 
information and suggest going to an organization as 
well as asking the person for their name and 
extension number. This way although it seems like a 
hassle, safeguarding your identity and personal 
information is well worth the additional step. 
  

4. CONCLUSIONS: 
In this paper, we described a complete overview for 
social engineering attacks. And to facilitate this, we 
introduced a comprehensive taxonomy of attacks, 
classifying them by attack phases and different types 
of social engineering attacks and shows that attackers 
perform social engineering attacks over a variety of 
different channels. They are mostly conducted by 
humans as well as by software and furthermore by a 
different approaches as physical, technical, social or 
socio-technical. The boundaries of the individual types 
of attack are highly expandable and have, in most 
cases, not yet been technically exhausted as well as a 
detailed understanding of social engineering skills and 
social engineering attacks at Mobile applications. 
We furthermore highlights that the majority of today's 
social engineering attacks rely on a combination of 
social and technical methods. Hence, to Detecting, 
Stopping and effectively protect against socio-
technical attacks, user awareness for social 
engineering attacks needs to be improved and their 
devices protected on a technical level. 
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