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Abstract 

Shadow AI refers to the use of artificial intelligence tools for organizational work without formal authorization, 
visibility or control. Its growth reflects a widening gap between employees' demand for fast AI-enabled 
productivity and organizations' capacity to approve, monitor and govern AI use. This paper develops a socio-
technical governance and risk management framework for Shadow AI through an integrative conceptual review of 
literature on Shadow IT, technology workarounds, technology acceptance, responsible AI governance, data 
governance, cybersecurity and human-AI interaction. The analysis shows that Shadow AI differs from traditional 
Shadow IT because it hides not only tools and data flows, but also inference, generation, classification, 
recommendation and delegated action. The paper identifies adoption drivers, develops a risk taxonomy, proposes a 
risk-prioritization and control-maturity model, and presents a seven-layer governance framework covering 
accountability, policy and use-case rules, inventory and discovery, data classification, technical security controls, 
human oversight and audit-response mechanisms. The study contributes to AI governance research by translating 
responsible AI principles into operational controls for everyday workplace use. It concludes that prohibition alone 
is too weak as a governance posture; organizations should reduce the friction of approved AI use while making 
high-risk AI activity visible, assessable and accountable. 

Keywords: Shadow AI; generative AI; AI governance; Shadow IT; data governance; cybersecurity; risk 
management; human oversight; workplace automation 

1. Introduction 

Recent workplace evidence confirms that AI use is spreading faster than many formal governance processes. The 
2024 Microsoft and LinkedIn Work Trend Index reported that 75% of knowledge workers used generative AI at 
work and that 78% of AI users brought their own AI tools to work [1]. McKinsey's 2024 global survey also 
reported a sharp increase in organizational generative-AI use, with 65% of respondents saying their organizations 
regularly used generative AI [2]. These figures do not prove that every workplace AI use is unsafe, but they show 
why organizations need practical controls for AI activity that may begin at the employee level before enterprise 
approval catches up. 

Generative artificial intelligence has moved from specialist computing environments into ordinary workplace 
routines. Employees now use AI tools to draft emails, summarize meetings, prepare reports, write code, translate 
text, build spreadsheets, review contracts and explore data. These tools can raise productivity, but they can also 
produce plausible errors, expose sensitive prompts, generate biased outputs and create new cybersecurity entry 
points. The risks are therefore socio-technical: they emerge from the interaction of people, data, vendors, work 
pressure, model behaviour and organizational controls [3,4]. 

The governance challenge is intensified by the speed and convenience of public AI services. A worker can open a 
chatbot, install an AI browser extension or connect an AI meeting assistant long before a formal procurement 
review, privacy assessment or security test is completed. Risk frameworks such as the NIST AI Risk Management 
Framework and the NIST Generative AI Profile encourage organizations to govern, map, measure and manage AI 
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risk across context-specific use cases, but those functions are difficult to apply when the AI tool is unknown to the 
organization [5,6]. 

This gap has produced Shadow AI: the use of AI systems for work without formal authorization, visibility or 
control. The phenomenon is related to Shadow IT, where employees adopt unapproved digital tools to overcome 
delays, rigid systems or poorly supported work needs [7]. It also reflects workaround behaviour, because 
employees often depart from prescribed processes when approved systems do not help them complete a legitimate 
task efficiently [8]. Shadow AI, however, is more complex than conventional Shadow IT because it hides model-
mediated inference, generation, recommendation and action, not only unapproved storage or communication. 

Shadow AI matters because its harms may be difficult to reconstruct. The organization may not know what data 
was submitted, whether the vendor retained it, what output was produced, how the output influenced a decision or 
whether a human checked it. A confidential report pasted into a public chatbot, a coding assistant receiving 
proprietary source code, or an AI plug-in with broad access to email and files can create confidentiality, privacy, 
intellectual property, regulatory and cybersecurity problems. In decision-support contexts, hidden AI use can also 
affect fairness, accountability and trust. 

This paper addresses three research questions: RQ1: What organizational and technological factors drive Shadow 
AI adoption in the workplace? RQ2: What governance, cybersecurity, privacy, compliance and accountability risks 
arise from Shadow AI? RQ3: What control framework can organizations use to detect, govern and safely enable 
workplace AI use? 

The paper makes three contributions. First, it conceptualizes Shadow AI as a distinct form of unauthorized 
workplace technology use that combines the hidden adoption logic of Shadow IT with the distinctive risks of AI 
inference, generation and automation. Second, it develops a risk taxonomy that links Shadow AI practices to 
organizational harms and control responses. Third, it proposes a seven-layer socio-technical governance framework 
that translates responsible AI principles into practical controls for ordinary workplace use. 

2. Literature Review 

2.1 Shadow IT, workarounds and unauthorized technology use 

Shadow AI is best understood against the background of Shadow IT. Shadow IT research shows that unauthorized 
systems are not always caused by carelessness; they frequently emerge where formal systems do not meet work 
needs, where procurement is slow, or where users find official tools too rigid for urgent tasks [7]. Hidden 
technology use is therefore both a risk and a signal. It reveals where organizational controls and practical work 
conditions have fallen out of alignment. 

Workaround theory deepens this view. Workarounds occur when users intentionally depart from prescribed 
processes to achieve a goal that formal systems do not support well [8]. In AI-enabled workplaces, the workaround 
may be a chatbot that rewrites a customer complaint, a coding assistant that receives source code, a browser plug-in 
connected to corporate mail, or an AI agent acting across documents. Shadow AI inherits the organizational logic 
of workarounds but increases the scale, speed and opacity of the resulting risk. 

2.2 Adoption drivers: usefulness, ease of use and transformation pressure 

Technology acceptance research helps explain why employees adopt AI tools even where permission is unclear. 
Perceived usefulness and perceived ease of use strongly shape information-system adoption [9]. Later models 
emphasize performance expectancy, effort expectancy, social influence and facilitating conditions [10]. Generative 
AI scores highly on these dimensions because it offers immediate help with writing, coding, summarization and 
analysis. 

Digital transformation research also shows that organizations face pressure to redesign processes and capabilities 
around digital technologies [11]. Where formal transformation lags behind employee expectations, workers may 
improvise with consumer tools already available through browsers or personal accounts. In such settings, vague 
prohibitions carry little practical force unless organizations provide safe alternatives that are easy enough to use. 
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2.3 Responsible AI governance and accountability 

Responsible AI governance seeks to convert principles such as fairness, transparency, privacy, accountability, 
safety and human control into organizational arrangements. Recent governance reviews emphasize that responsible 
AI requires structural, relational and procedural mechanisms that specify who is accountable, what is governed and 
how controls are maintained [12]. The global ethics literature shows substantial convergence around high-level 
principles, but implementation remains uneven when principles are not connected to roles, processes and evidence 
[13,14]. 

Operational work on AI ethics has therefore moved from statements of intent to tools, methods and governance 
practices [15]. This shift is important for Shadow AI because a general AI policy is not enough when employees 
use tools outside approved channels. Governance must be able to identify tools, classify use cases, control data 
movement, document approvals and support review of outputs. 

Accountability is especially difficult in AI because agency is distributed across users, vendors, models, prompts, 
data pipelines and business processes. Algorithmic auditing can narrow this accountability gap when it creates 
evidence of what was done, why it was allowed and how risk was controlled [16,17]. In Shadow AI settings, 
however, the evidence trail is often absent. Discovery, logging, approved environments and human validation 
become core governance requirements rather than administrative additions. 

2.4 Data governance, privacy and cybersecurity 

Shadow AI is also a data governance problem. Data governance defines decision rights and accountabilities for 
data-related processes [18]. Modern data governance further emphasizes roles, standards, monitoring and value 
creation [19]. When employees paste internal data into unapproved AI systems, these decision rights are bypassed: 
the data owner may not know that the data has left controlled systems, and the privacy team may not have assessed 
lawful basis, minimization, retention or cross-border transfer risk. 

Cybersecurity research on language models shows that AI systems can be manipulated, misused and integrated 
insecurely. Indirect prompt injection can compromise LLM-integrated applications by hiding malicious instructions 
in content later processed by the model [20]. Prompt-injection work also shows that language models may follow 
hostile instructions embedded in prompts or context [21]. More broadly, the malicious-use literature warns that AI 
can lower the cost of deception, social engineering, vulnerability discovery and targeted manipulation [22]. These 
risks are amplified when unvetted AI tools receive corporate data or obtain access to enterprise resources. 

2.5 Fairness, explainability and human-AI interaction 

The risks of Shadow AI are not limited to confidentiality. AI-generated content can embed bias, hide assumptions 
and influence decisions in ways that are difficult to reconstruct. Fairness research warns that technical abstractions 
may miss the institutional and social context in which automated systems operate [23]. The debate on explanation 
and automated decision-making also shows why accountability becomes difficult when algorithmic outputs are 
opaque or poorly documented [24]. 

Explainable AI research has responded by calling for systems and processes that make AI outputs interpretable to 
human decision-makers [25]. Human-AI interaction guidelines emphasize transparency, control, error recovery, 
uncertainty communication and appropriate reliance [26]. These concerns are directly relevant to Shadow AI 
because employees may rely on outputs from tools that the organization has not assessed, documented or approved. 

2.6 Research gap 

The literature provides strong building blocks, but they remain fragmented. Shadow IT explains hidden adoption; 
workaround theory explains user improvisation; technology acceptance explains motivation; responsible AI 
explains principles; data governance explains accountabilities; cybersecurity research explains technical threats; 
and human-AI interaction explains reliance and oversight. What remains underdeveloped is an integrated 
workplace framework that focuses on informal, employee-driven and partly invisible AI use. Existing AI 
governance models often assume that the AI system is known and can be assessed through formal lifecycle 
controls. Shadow AI begins from the opposite condition: the organization may not know that the tool, prompt, 
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plug-in, data connection or AI-assisted decision exists. This paper fills that gap by developing a framework that 
links hidden employee adoption to enterprise controls. 

Taken together, these studies explain important parts of the Shadow AI problem, but they do not fully address the 
workplace condition in which AI tools are useful, accessible, partly invisible and capable of influencing decisions 
without formal approval. Shadow IT literature explains hidden tool adoption, but not hidden inference, generation 
and delegated action. Responsible-AI literature explains principles and lifecycle governance, but often assumes that 
the AI system is known to the organization. Cybersecurity research explains technical attack surfaces, but is less 
explicit about how everyday workarounds create those exposures. This gap justifies a Shadow-AI-specific 
framework that links employee work practices to governance accountability, data control, technical security, human 
oversight and audit evidence. 

3. Methodological Approach 

The study uses an integrative conceptual review and framework-development approach. This approach is 
appropriate where the research problem cuts across several mature and emerging domains and where the goal is to 
build a practical model rather than estimate a single empirical relationship. The review was organized around six 
knowledge areas: Shadow IT and workarounds, technology acceptance, digital transformation, responsible AI 
governance, data governance and AI cybersecurity. 

The source selection process followed a transparent protocol. Searches were organized around Scopus, Web of 
Science, ACM Digital Library, IEEE Xplore, ScienceDirect, SpringerLink, Emerald, Taylor & Francis, Google 
Scholar, NIST publications and ISO/IEC standards. The search covered peer-reviewed and standards-oriented 
sources published before 2025, with emphasis on literature relevant to information systems, computing, 
management, cybersecurity, data governance, responsible AI and workplace technology use. 

The search terms combined conceptual and technical phrases, including Shadow IT, technology workarounds, 
generative AI governance, responsible AI governance, organizational AI governance, AI risk management, 
algorithmic accountability, data governance, prompt injection, human-AI interaction, workplace AI adoption and 
AI audit. The review used backward and forward citation checking where a source was central to the argument. The 
final synthesis retained 39 sources, including peer-reviewed articles, conference papers, books, formal standards 
and authoritative industry or government reports that directly informed the framework. 

Sources were included when they addressed unauthorized technology use, workplace adoption, AI governance, 
accountability, privacy, cybersecurity, human oversight or organizational control. Sources were excluded when 
they focused only on model performance, algorithmic optimization or technical architecture without relevance to 
workplace governance. Standards and guidance documents were included where they provided operational 
language for AI management, risk assessment or generative-AI-specific risk controls, especially NIST and ISO/IEC 
materials [5,6,27,28]. 

The synthesis was thematic. Each source was examined for the problem it addressed, the governance gap it implied 
and the control response it supported. Themes were grouped into adoption drivers, risk categories, policy 
mechanisms, technical controls, data-governance requirements, oversight practices and audit-response needs. The 
final corpus retained 39 sources because each item made a direct contribution to one or more of these synthesis 
domains. 
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Table 1. Source selection and synthesis protocol 

Stage Purpose Operational decision Output 
Domain 
identification 

Capture knowledge 
relevant to Shadow AI 

Use search blocks covering 
Shadow IT, workarounds, 
technology acceptance, 
responsible AI, data 
governance and AI 
cybersecurity. 

Initial domain corpus 

Traceability 
screening 

Improve source 
reliability 

Prioritize peer-reviewed 
sources, recognized standards 
and publications with stable 
publisher metadata or durable 
identifiers. 

Screened source set 

Conceptual 
relevance 

Avoid unrelated AI 
literature 

Retain sources explaining 
unauthorized use, governance, 
risk, accountability, data 
handling, security or 
oversight. 

Governance-relevant 
corpus 

Thematic coding Derive framework 
domains 

Code sources for adoption 
drivers, risk categories, 
visibility gaps, data controls, 
technical controls, human 
review and audit needs. 

Thematic map 

Framework 
synthesis 

Produce an actionable 
model 

Consolidate recurring control 
responses into mutually 
reinforcing layers aligned with 
workplace implementation. 

Seven-layer framework 

Review flow Document screening and 
synthesis 

Retain sources that directly 
address workplace adoption, 
AI governance, data control, 
cybersecurity, accountability, 
standards or human oversight; 
use citation chasing for central 
works. 

Final synthesis corpus of 
39 sources. 

Source: Author's conceptual synthesis. 

4. Conceptualizing Shadow AI 

4.1 Definition and scope 

Shadow AI is defined in this paper as the use of AI tools, models, plug-ins, agents or AI-enabled services for 
organizational work without formal authorization, visibility or control. The definition covers public chatbots, AI-
powered browser extensions, meeting transcription tools, code generation assistants, AI analytics services, image 
generators, automated workflow agents and AI features embedded in third-party software. 

A tool becomes Shadow AI not because it is inherently unsafe, but because the organization lacks approval, 
inventory, data-use rules, vendor review, technical monitoring, human oversight, logging or accountability. A 
sanctioned enterprise AI assistant can also become Shadow AI if a department connects it to sensitive repositories 
without approval or uses it for a prohibited decision. Conversely, personal experimentation with public information 
may be low risk when it does not involve organizational data, systems, customers or decisions. 

Shadow AI is not necessarily malicious. It should be distinguished from malicious insider use because many cases 
begin as unauthorized but work-oriented attempts to complete legitimate tasks. Malicious use involves deliberate 
harm, theft, deception or sabotage. The distinction matters because governance should encourage safe disclosure 
and better support while still enforcing clear boundaries for protected information and decisions with material 
consequences. 
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Table 3. Drivers of Shadow AI and governance implications 

Driver Theoretical basis Workplace example Governance implication 
Productivity 
pressure 

Workaround theory Employee uses a public chatbot to 
compress a long report before a 
deadline.

Provide approved AI assistants for routine 
drafting and summarization. 

Perceived 
usefulness 

Technology acceptance Staff experience immediate gains in 
writing, coding or analysis.

Design approved tools around real work 
tasks, not only compliance language.

Ease of access Technology acceptance Consumer AI tools are available 
through browser, phone or personal 
account.

Use allowlists, browser controls and clear 
routes to approved alternatives. 

Weak approved 
alternatives 

Digital transformation 
gap 

Official tools are slow, unavailable 
or hard to request.

Shorten approval cycles and provide 
departmental AI sandboxes. 

Unclear policy Governance gap Employee is unsure whether internal 
notes can be summarized by AI.

Use task-based policy categories: 
permitted, restricted and prohibited.

Fear of disclosure Organizational culture Employee hides AI use because it 
may be judged as laziness or 
misconduct.

Create a safe reporting culture while 
enforcing clear boundaries for sensitive 
data.

Source: Author's conceptual synthesis. 

These drivers show why blanket prohibition rarely works. If an organization only blocks tools without addressing 
work pressure and unmet needs, employees may move AI use to personal devices, private accounts or unsupervised 
plug-ins. Governance must therefore combine restrictions on high-risk behaviour with approved routes for 
legitimate productivity needs. 

6. Governance Challenges and Organizational Risks 

6.1 Governance challenges 

The foundational challenge is visibility. If AI use is hidden, the organization cannot classify the tool, assess the 
data, validate the output or investigate incidents. Visibility failure then creates accountability failure: the 
organization may not know who used the tool, what information was submitted, what was generated or how the 
output influenced work. 

A second challenge is policy translation. Many AI policies state broad principles but do not tell employees what to 
do when they need to summarize internal meeting notes, draft a customer response, debug code or analyze a 
dataset. A third challenge is ownership. Shadow AI crosses IT, cybersecurity, legal, privacy, procurement, internal 
audit, human resources and business operations. Without clear ownership, departments may assume another unit is 
responsible. 

A fourth challenge is culture. If employees believe every AI use will be treated as misconduct, they may conceal 
experimentation. If the organization treats every AI use as innovation, unsafe practice may become normalized. 
Mature governance creates a climate where employees can ask for guidance, while enforcing clear boundaries for 
sensitive data, regulated activity and high-impact decisions. 

6.2 Risk taxonomy 

The main risks of Shadow AI can be grouped into eleven categories: data leakage, privacy violation, intellectual 
property exposure, unreliable output, bias and discrimination, cybersecurity exposure, regulatory non-compliance, 
loss of auditability, provenance failure, vendor/data-residency risk and organizational knowledge contamination. 
Table 4 links each risk to a typical workplace scenario and a control response. 

Table 4. Shadow AI risk-control matrix 

Risk Typical Shadow AI scenario Likely harm Primary control response
Data leakage Confidential report pasted into 

a public chatbot. 
Loss of confidentiality and 
contractual breach.

Data classification, DLP and approved 
enterprise AI environment.

Privacy violation Customer or staff records 
uploaded for summarization.

Unlawful processing and 
privacy exposure.

Privacy review, lawful-basis check, 
minimization and access control.

IP exposure Developer submits proprietary 
code or patentable design. 

Loss of trade secret or 
ownership ambiguity.

Coding-assistant governance, secret 
scanning and vendor review.

Unreliable output AI-generated analysis copied 
into a management report. 

False decisions, rework and 
reputational damage.

Human review, evidence checks and 
output validation. 
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Risk Typical Shadow AI scenario Likely harm Primary control response
Bias and 
discrimination 

AI used informally for 
recruitment screening. 

Unfair treatment and legal 
exposure.

High-risk-use prohibition unless 
formally assessed. 

Cybersecurity 
exposure 

Browser extension requests 
broad access to corporate mail. 

Credential abuse, data 
exfiltration and account 
compromise.

Extension control, OAuth governance 
and least privilege. 

Regulatory non-
compliance 

AI used in regulated decisions 
without documentation. 

Audit failure and legal 
penalty.

Risk classification, approval workflow 
and documentation. 

Loss of auditability No record of prompts, outputs 
or review steps. 

Weak accountability and poor 
incident investigation.

Logging, case records and AI-use 
registers. 

Provenance failure AI fabricates citations, legal 
authorities or technical 
evidence.

False reporting, poor 
decisions and loss of 
credibility.

Source verification, citation checks and 
output labelling. 

Vendor and residency 
risk 

Unapproved AI service stores 
or processes data in unknown 
locations.

Contractual, privacy and 
cross-border transfer risk. 

Vendor due diligence, data-processing 
terms and residency controls. 

Knowledge 
contamination 

AI-generated errors, fabricated 
references or false policy 
interpretations enter official 
documents or repositories. 

Institutional error, poor 
decisions and reputational 
damage. 

Evidence checks, source verification, 
approval workflow and periodic 
content review. 

Source: Author's conceptual synthesis. 

6.3 Cybersecurity threat scenarios 

Cybersecurity risk increases when AI tools are connected to enterprise resources. A public chatbot used only for 
public text drafting may be low risk. A browser extension with access to mail, calendars, documents and identity 
tokens is different: it can become a privileged channel for data exposure or account compromise. Table 5 
summarizes common threat scenarios. 

 

Table 5. Cybersecurity threats associated with Shadow AI 

Threat Shadow AI scenario Control
Prompt injection Employee uses AI to summarize external content 

containing hidden malicious instructions.
Approved tools, content isolation, output checks 
and user warnings. 

Sensitive prompt 
disclosure 

Confidential data entered into a public AI system. DLP, prompt monitoring, classification rules and 
training.

OAuth abuse AI plug-in requests access to email or cloud files. App consent governance, least privilege and 
administrator approval. 

API key leakage Developer shares source code containing secrets 
with an AI coding tool.

Secret scanning, repository controls and 
approved coding assistant. 

Over-permissioned agents AI agent acts across files and applications without 
review. 

Agent sandboxing, approval gates, logging and 
rollback procedure. 

RAG poisoning Untrusted documents are indexed into an AI 
retrieval system and influence outputs.

Source vetting, retrieval controls, content signing 
and monitoring.

Supply-chain risk Unvetted AI extension or SaaS AI feature processes 
work files. 

Vendor due diligence, extension allowlist and 
contract review.

Source: Author's conceptual synthesis. 

6.4 Regulatory and standards implications 

Shadow AI creates compliance uncertainty because it may bypass data protection impact assessments, vendor due 
diligence, contractual review and sector-specific controls. The highest concern arises when AI affects people in 
employment, finance, education, healthcare, public services, legal, security or safety-sensitive processes. In such 
settings, informal AI use can create undocumented automated decision support even where the user regards the AI 
output as only a helpful suggestion. 

A standards-oriented approach is therefore useful. The NIST AI RMF provides a broad structure for governing, 
mapping, measuring and managing AI risk [5], while the NIST Generative AI Profile identifies generative-AI-
specific concerns such as confabulation, information integrity, data exposure, harmful bias and misuse [6]. ISO/IEC 
42001 provides requirements and guidance for an AI management system [27], and ISO/IEC 23894 provides 
guidance for AI-related risk management [28]. These materials support a risk-based approach in which low-risk 
drafting is handled differently from sensitive data processing, high-impact decisions and autonomous action. 
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The framework should be adapted to jurisdictional requirements. Data protection, employment, consumer 
protection, intellectual-property and sector-specific rules vary across countries. A control approach that is 
acceptable for low-risk document drafting may be insufficient where AI use affects employment, finance, 
education, healthcare, legal services, public administration or regulated personal data. 

7. Risk Prioritization and Control Maturity 

A practical Shadow AI program needs a simple way to prioritize use cases before deeper legal, privacy or security 
review. The scoring approach below supports early triage. It should not replace expert assessment; it helps 
managers decide which use cases require escalation, logging, formal approval or prohibition. 

For each Shadow AI use case i, the risk priority score can be calculated as a weighted score: 

𝑅𝑃𝑆௜  ൌ 𝑤ௌ 𝑆௜  ൅  𝑤௅ 𝐿௜ ൅ 𝑤ா 𝐸௜ ൅ 𝑤஼ 𝐶௜ ൅ 𝑤஺ 𝐴௜ (1)

𝑠. 𝑡. 𝑤ௌ  ൅  𝑤௅  ൅  𝑤ா  ൅  𝑤஼  ൅  𝑤஺  ൌ  1                                              (2) 

where RPSᵢ is the risk priority score for use case i, Sᵢ is data sensitivity, Lᵢ is likelihood of exposure, Eᵢ is external 
integration risk, Cᵢ is compliance impact and Aᵢ is the autonomy level of the AI-assisted action. Each factor may be 
scored from 1 to 5. The weighting coefficients are non-negative and sum to 1, allowing organizations to reflect 
sector-specific risk appetite. A hospital, for example, may weight privacy and compliance more heavily; a software 
company may weight intellectual property and code exposure more heavily. 

Control maturity can also be expressed as a simple index: 

𝐶𝑀𝐼 ൌ  
𝐺 ൅  𝑃 ൅  𝐼 ൅  𝐷 ൅  𝑇 ൅  𝐻 ൅ 𝑅

7
 

(3)

where CMI is the control maturity index, G is governance accountability, P is policy maturity, I is inventory and 
discovery maturity, D is data classification maturity, T is technical-control maturity, H is human oversight maturity 
and R is audit-response maturity. Each component can be scored from 1 to 5. Equation (3) helps management 
identify whether the organization is relying too much on policy while neglecting technical monitoring, training or 
audit. A CMI value closer to 1 indicates weak or immature Shadow AI control capability, while a value closer to 5 
indicates a more mature and balanced governance environment. The index should not be interpreted as a precise 
statistical measure; it is a managerial screening tool for comparing maturity across control domains. 

Table 6. Shadow AI risk classification matrix 

Risk level Indicative score Example use Required response
Low 1.0-1.9 Drafting public text from 

public information.
Permit with guidance and 
disclosure rules. 

Moderate 2.0-2.9 Summarizing internal but non-
sensitive notes.

Use approved AI tool and keep 
human review. 

High 3.0-3.9 Processing confidential 
business documents.

Require data-owner approval, 
DLP and logging. 

Very high 4.0-4.5 AI used in HR, finance, legal 
or customer-impacting 
decisions.

Formal risk review, 
legal/privacy assessment and 
senior approval. 

Critical 4.6-5.0 Public AI tool receives secrets, 
credentials, source code or 
regulated personal data.

Prohibit, contain and assess as 
a security or privacy incident. 

Source: Author's conceptual synthesis. 

8. Theoretical Framing: Shadow AI as a Socio-Technical Control Failure 

Shadow AI is a socio-technical control failure because it arises from the interaction of people, tools, tasks, 
incentives and governance structures. The technical affordances of AI tools matter: they are accessible, 
conversational and powerful. Organizational context matters just as much: employees face deadlines, approved 
systems may be slow, and policies may not reflect daily work. Risk is produced by the mismatch among these 
elements. 
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Three theoretical lenses explain the problem. Shadow IT and workaround theory explain why employees bypass 
official channels when formal systems do not support real work. Technology acceptance explains why generative 
AI is attractive: it is useful, easy to use and often available without institutional friction. Socio-technical control 
theory explains why risk cannot be managed by technical blocking alone; incentives, norms, data rules, 
accountability and human judgment must be aligned. 

Foundation models and large language models intensify this alignment problem because reusable general-purpose 
capabilities can be adapted across many work tasks [29,30]. Transformer architectures make these systems flexible 
in processing contextual inputs and generating fluent outputs [31]. Management research further shows that AI is 
both a strategic tool and an organizational design challenge, because automation and augmentation often coexist in 
practice [32,33]. In high-impact domains such as human resources, informal AI use requires particular caution [34]. 

The control model therefore treats AI output as a form of data work that must be governed, interpreted and 
validated. Data-mining literature shows that analytical outputs depend on data quality, modelling assumptions and 
interpretation choices [35]. Explainable AI and AI user-experience research reinforce the need for outputs that 
people can interrogate and understand [36,37]. Automation-bias research warns that humans may over-trust 
machine output in time-pressured settings [38]. Ethical principles remain essential, but principles become useful 
only when they are translated into organizational routines, evidence and controls [39]. 

The seven-layer framework follows from this framing. Governance accountability addresses ownership; policy 
rules address formal norms; inventory and discovery address visibility; data classification addresses information 
boundaries; technical controls address system-level enforcement; human oversight addresses user judgment; and 
audit-response mechanisms address learning and accountability. 

9. Proposed Governance and Risk Management Framework 

The proposed framework contains seven layers. Each layer responds to a recurring problem identified in the 
literature and risk analysis. The layers are not intended to operate as a linear checklist only; they reinforce one 
another through feedback. Audit findings should refine policy, training, discovery and technical controls. Employee 
reports should improve the inventory. Incidents should update risk scoring and approval rules. 

Table 7. Derivation of the seven-layer Shadow AI governance framework 

Literature-derived problem Governance implication Framework layer 
Unauthorized technology use and 
workarounds. 

Organizations must understand why 
employees bypass official channels.

Governance accountability. 

Unclear acceptable use. Employees need practical rules for 
ordinary work tasks.

Policy and use-case rules. 

Lack of visibility. Unknown tools cannot be assessed or 
controlled.

AI inventory and discovery. 

Uncontrolled movement of sensitive data. AI use must be linked to data sensitivity 
and privacy obligations.

Data classification and privacy.

Prompt injection, plug-ins, API keys and 
access abuse. 

AI controls must be integrated into 
cybersecurity architecture.

Technical security controls. 

Overreliance on AI output. Humans need skills and responsibility to 
validate outputs.

Human oversight and literacy.

Weak evidence trail and poor incident 
learning. 

AI use must be auditable and improvable. Audit, monitoring and response.

Source: Author's conceptual synthesis. 
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9.5 Layer 5: Technical security controls 

Technical controls should include data loss prevention, identity-based access, single sign-on, browser extension 
governance, OAuth consent controls, API key management, endpoint monitoring, logging, plug-in restrictions, 
approved tool allowlists and sandboxing for experimental AI agents. Controls should be proportionate: the 
organization should not over-control low-risk drafting, but it should strongly control high-risk data movement and 
autonomous action. 

9.6 Layer 6: Human oversight and AI literacy 

Employees need practical AI literacy. Training should use real workplace scenarios: summarizing customer data, 
using AI to write code, checking AI-generated references, reviewing AI-drafted legal language and recognizing 
prompt-injection risks. Human oversight is especially important when AI output influences decisions, customers, 
legal positions, safety, financial reporting or employment outcomes. 

9.7 Layer 7: Audit, monitoring and response 

Audit should verify whether approved tools are used, whether sensitive data is protected, whether outputs are 
reviewed and whether incidents are recorded. Incident response should cover accidental prompt disclosure, 
unauthorized upload of confidential files, malicious plug-ins, compromised AI accounts, hallucinated official 
content and over-permissioned agents. Lessons from incidents should feed back into policy, training and technical 
controls. 

10. Implementation Roadmap 

Organizations need a staged path because Shadow AI cannot be solved in one policy cycle. Table 8 proposes a 
practical roadmap with owners, evidence and indicative timing. The phases may overlap, but the sequence helps 
organizations move from visibility to classification, governance, control and continuous improvement. 
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Table 8. Implementation roadmap for Shadow AI governance 

Phase Main objective Key actions Responsible actors Evidence of 
completion 

Indicative timing

1. Discover Find where AI is 
already being used. 

Survey employees; 
review extensions, 
procurement 
records and AI-
enabled vendors.

IT, CISO, 
procurement, 
business units. 

Initial AI inventory 
and risk heat map. 

First 30-60 days

2. Classify Separate low-risk 
from high-risk use. 

Classify data, tools 
and use cases; flag 
sensitive 
departments and 
regulated 
processes.

Data owners, legal, 
privacy, 
cybersecurity. 

Risk classification 
register. 

60-90 days

3. Govern Create accountable 
rules. 

Approve policy, 
assign owners, 
define escalation 
and publish tool 
guidance.

Executive sponsor, 
AI governance 
committee, HR. 

Approved policy 
and governance 
charter. 

90-120 days

4. Control Make safe use 
practical and unsafe 
use difficult. 

Deploy approved 
tools, DLP, identity 
controls, plug-in 
restrictions, logging 
and vendor review.

IT, CISO, 
procurement, 
vendors. 

Control checklist 
and monitoring 
dashboard. 

120-180 days

5. Improve Learn from use and 
incidents. 

Audit AI use, 
review incidents, 
update training and 
refresh the 
inventory.

Internal audit, 
governance 
committee, 
business owners. 

Quarterly 
governance review 
and improvement 
plan. 

Quarterly

  

11. Framework Alignment and Evaluation Logic 

The framework can be evaluated analytically by checking whether it covers the main risk-management functions 
expected in recognized AI governance materials. Table 9 maps the proposed layers to the NIST AI RMF functions 
and ISO/IEC management-system logic. The mapping shows that the framework is not a replacement for those 
standards; it adapts their logic to the specific problem of informal and partly invisible workplace AI use. 

The framework can also be tested through scenario-based evaluation. In a public-chatbot scenario, the key controls 
are data classification, user guidance and output checking. In an AI coding-assistant scenario, the key controls are 
vendor review, secret scanning, code-retention rules and human review. In an AI plug-in or agent scenario, the key 
controls are OAuth governance, least privilege, sandboxing, logging and rollback. These scenarios show that the 
same seven layers apply at different intensity levels depending on data sensitivity, integration depth, compliance 
impact and autonomy. 

This alignment provides analytical validation of coverage, but it does not replace empirical validation through case 
studies, expert panels, surveys, Delphi analysis or design-science evaluation. 

 

Table 9. Alignment of the proposed framework with recognized AI governance logic 

Proposed layer NIST AI RMF alignment ISO/IEC management-
system alignment

Practical control value

Governance accountability Govern Leadership, roles, policy and 
objectives.

Assigns ownership and 
escalation authority.

Policy and use-case rules Govern / Map Operational planning and 
documented procedures.

Defines permitted, restricted 
and prohibited use.

AI inventory and discovery Map Asset and process 
identification.

Makes hidden tools and data 
connections visible.

Data classification and privacy Map / Measure Risk assessment and data 
controls.

Links AI use to data sensitivity 
and privacy duties.

Technical security controls Manage Operational control and risk Controls plug-ins, identity, 
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Proposed layer NIST AI RMF alignment ISO/IEC management-
system alignment

Practical control value

treatment. DLP, APIs and agents.
Human oversight and literacy Measure / Manage Competence, awareness and 

operational control.
Reduces overreliance through 
training and review.

Audit, monitoring and 
response 

Manage / Govern Performance evaluation and 
continual improvement.

Supports monitoring, evidence 
and improvement.

Source: Author's conceptual synthesis based on NIST and ISO/IEC governance logic. 

12. Discussion 

12.1 Response to research questions 

RQ1 asked what drives Shadow AI adoption. The analysis shows that Shadow AI is driven by productivity 
pressure, perceived usefulness, ease of access, lack of approved alternatives, unclear policies, low AI literacy and 
fear of disclosing AI use. These drivers are consistent with technology acceptance and workaround theory: 
employees adopt tools that help them complete tasks when formal systems do not meet their needs. 

RQ2 asked what risks arise from Shadow AI. The paper identifies risks in eleven areas: data leakage, privacy 
violation, intellectual property exposure, unreliable output, bias and discrimination, cybersecurity exposure, 
regulatory non-compliance, loss of auditability, provenance failure, vendor/data-residency risk and organizational 
knowledge contamination. The risk grows when AI use involves sensitive data, external integrations, high-impact 
decisions or autonomous actions. 

RQ3 asked what framework organizations can use. The proposed seven-layer framework provides an integrated 
answer by connecting governance accountability, policy, discovery, data classification, technical security, human 
oversight and audit. The framework is designed to make AI use traceable and accountable without suppressing 
legitimate innovation. 

12.2 Theoretical contribution 

The paper extends Shadow IT literature by showing that unauthorized AI use changes the nature of hidden 
technology risk. Shadow IT often concerns unapproved tools and data flows; Shadow AI adds hidden inference, 
hidden generation, hidden recommendation and hidden decision support. The paper also contributes to responsible 
AI governance by moving from principles to workplace controls. Fairness, accountability and transparency become 
practical only when organizations know which tools are used, what data is submitted, how outputs are validated 
and who is responsible. 

12.3 Practical contribution and governance trade-offs 

The central practical contribution is governed enablement. Employees use Shadow AI because it solves real work 
problems. Organizations should therefore provide approved AI pathways, clear rules and fast support. At the same 
time, they should control sensitive data movement, high-impact decisions, external integrations and autonomous 
actions. The governance goal is to reduce the appeal of hidden AI by making approved AI safer and easier to use. 

The framework also recognizes important trade-offs. Excessive monitoring can damage trust and push 
experimentation underground. A strict ban can create a false sense of control while employees continue using 
personal accounts. Uncontrolled flexibility can expose confidential data and weaken accountability. Small 
organizations may lack resources for all controls at once. For that reason, the proposed model uses proportionality: 
low-risk drafting should be guided, high-risk data movement should be controlled, and AI-assisted decisions about 
people or regulated activities should be formally assessed. 

13. Managerial Implications 

Managers should begin by treating Shadow AI as an enterprise risk rather than a purely technical issue. The first 
question is not which website to block, but which work problems employees are trying to solve. A mature response 
combines discovery, education, approved tools, data protection and accountability. 
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Boards and executives should define risk appetite for AI use and require periodic reporting on high-risk use cases. 
CIOs and CISOs should maintain tool inventories, access controls, extension governance and monitoring. Legal 
and privacy teams should review sensitive use cases, vendor terms and cross-border data issues. Human resources 
should integrate AI literacy into staff training and employment-related controls. Internal audit should test whether 
controls operate in practice. Department heads should identify where AI is useful and where it is too risky. 

A practical rule for employees is simple: if the information would not be sent to an external party without approval, 
it should not be entered into an unapproved AI tool. This rule is easy to remember, while formal policy can handle 
more complex cases involving lawful basis, confidential data, regulated work and high-impact decisions. 

14. Conclusion 

Shadow AI is now a practical reality of workplace digital life. Employees use AI because it helps them work, but 
hidden AI use can weaken data protection, cybersecurity, accountability, compliance and trust. The challenge is not 
to eliminate AI experimentation, but to bring it within a governable structure. 

This paper has argued that Shadow AI should be understood as a socio-technical control failure and as a signal of 
unmet organizational needs. The proposed seven-layer framework gives organizations a way to respond without 
relying on blanket restriction. By combining accountability, policy, discovery, data classification, technical 
controls, human oversight and audit, organizations can make AI use safer, traceable and accountable. 

The strongest governance posture is disciplined enablement: employees should have approved routes for legitimate 
AI-assisted work, while high-risk activity involving sensitive data, regulated decisions, external integrations or 
autonomous action should be visible, assessed and controlled. That balance gives organizations a practical path 
between unmanaged enthusiasm and ineffective prohibition. 
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