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Abstract

In this work, Industrial Internet of Things (IIoT) networks anomalous packet classification based on
Multi-Class Random Forest (McRF) model is presented. The model helps to facilitate automated
identification and classification of attacks on Industrial Internet of Things (IloT) networks which is
essential for robust intrusion detection and control on such network. The version of the case study X-
IToTID (eXtended Industrial Internet of Things Intrusion Dataset) used had Normal packet class with
421,417 instances which is about 51.3% of the entire dataset while the Attack packet class has 399,417
instances which is about 48.7% of the entire dataset. In view of the highly imbalanced data distribution
among the attack classes and the normal class, the SMOTE method was used to balance the data sample
instances for the minority classes. The results showed that the normal class had precision of 99.87 %
while the RDOS, Exploitation and Exfiltration attack classes recorded precision of 100 %. Also, the
normal class had Recall of 99.75 % while the C & C, RDOS, Weaponization and Exfiltration attack
classes recorded Recall of 100 %. The model training time was 381.35 seconds, while accuracy was
99.78 % . Also, the overall precision of the McRF model was 99.60%, the Recall was 99.58%, and the F1
score was 99.59 % while the ROC UAC was 100 %. In all, the McRF model effectively identified the 9
different attack classes present in the IloT traffic. The model is therefore recommended for use in
intrusion detection framework for the IloT network.
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1. Introduction

Today, there is extensive investment in smart system in the industrial sector. This is changing the
landscape in the industrial automation [1,2,3]. Robots, sensors and internet technologies are integrated to
evolve highly efficient but complex industrial infrastructure that rely heavily on the secure
communication among the diverse devices and systems that make up the industrial setup, otherwise
known as Industrial Internet of Things (IloT) [4,5,6,7]. To this end, any infraction on the data or

communication among the diverse devices and systems in the industrial IIoT will result in extensive
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damage and huge cost to the system [8,9,10]. As such, great effort is always made to mitigate any
intrusion to the IIoT network. Such, intrusion detection setup requires threat identification and possibly
classification unit which helps to detect and hence restrict the attack packets from gaining access to the

IIoT network [11,12,13].

Accordingly, this work employed a Multi-class Random Forest (McRF) model [14,15] to classify
the IIoT traffic into their respective attack classes, including the normal data class. The difficulty of data
imbalanced is addressed using the Synthetic Minority Over-sampling Technique (SMOTE) [16]. The
performance of the model is assessed in respect of Precision, Recall, and F1 Score, as well as Execution

Time and Accuracy. The model is expected to serve in the intrusion detection module for IIoT networks.

2. Methodology
2.1 The multi-class Random Forest (McRF) model

In this work, multi-class Random Forest (McRF) model is used to identify and classify anomalous
packets in an Industrial Internet of Things (I1oT) traffic into the various threat class categories. The the
McRF model is a Random Forest Model (RFM) which is designed to classify data into more than two
categories. The RFM architecture is presented in Figure 1. A typical RFM is an ensemble learning
method that constructs multiple decision trees during training and outputs the mode of the classes
(classification) of the individual trees. This approach significantly reduces overfitting and improves

robustness.

The RFM builds multiple decision trees, each trained on a random subset of the data and
features. This ensemble approach reduces overfitting and improves performance by averaging the
predictions from many trees. In this research, each individual tree uses a random selection of features
from the total 79, promoting diversity among the trees. Each tree makes a prediction, and the most
common outcome among all trees becomes the final prediction. The key parameter settings used for

the DTM are as follows;

(1) random_state=42

WWWw.jmest.org
JMESTN42354697 18501



Journal of Multidisciplinary Engineerimg Science and Technology (JMEST)
ISSN: 2458-9403
Vol. 13 Issue 3, March - 2026

(i)  n_estimators=100 — builds 100 trees
(iil))  criterion='gini'
(iv)  max_features='sqrt' — limits features considered at each split

(v) max_depth=None, min_samples_split=2, min_samples_leaf=1

Random Forest Architecture

X-lloTID Dataset

©
@

Decision Tree 1 Decision Tree 2 Decision Tree N
Result 1 Result 2 Result N
=E Majority Voting / Averaging ==

Final Result

Figure 1 The Architecture of the Decision Tree Model

2.2 The case Study Dataset

The X-IIoTID (eXtended Industrial Internet of Things Intrusion Dataset) is used in the study. The
version of X-IIoTID used consists of Normal packet with 421,417 instances which is about 51.3% of the
entire dataset while the Attack has 399,417 instances which is about 48.7% of the entire dataset.
However, the Attack class has several subclasses. In this study, 8 different attack classes and the normal
class are considered, making a total of 9 classes for the multi-class McRF model. The class distribution

of the data samples for the 9 classes in the dataset is shown in Table 1 and percentages of the class
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distribution are shown in Figure 1. The Normal traffic is class 4 with the highest data sample of
243,220which is about 56 % of the whole dataset (Figure 1).

Table 1 The class distribution for the original dataset

Number of
Attack Samples
Class before data

balancing
Class 2 649
Class 0 1,551
Class 7 2,616
Class 1 11,385
Class 3 17,825
Class 8 26,685
Class 5 53,864
Class 6 65,762
Class 4 234,220

Number of Samples before data balancing

Class 111385
3%

Class 0 1551 Class 2 649
0% 0%
Class 8 26685 Class 3 17825
4%

Class 7 2616
1%

Figure 1 The distribution of the normal and attack samples in the dataset for the multi-class
classification

2.3 Data Balancing using Synthetic Minority Over-sampling Technique (SMIOTE)
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In view of the highly imbalanced data distribution among the attack classes and the normal class, the

Synthetic Minority Over-sampling Technique (SMOTE) approach is used to oversample the minority

classes to equal the normal class in data sample size, as shown in Tale 2.

The summary of the multi-class classification resampling (class balancing using SMOTE), as

captured in Table 2 is as follows:

®

(ii)

Original y train_multiclass distribution: Counter({4: 234220, 6: 65762, 5: 53864, 8: 26685,

3: 17825, 1: 11385, 7: 2616, 0: 1551, 2: 649})

Resampled y train multiclass distribution: Counter({4: 234220, 8: 234220, 6: 234220, 5:

234220, 1: 234220, 3: 234220, 7: 234220, 0: 234220, 2: 234220}) (All classes balanced to

234220 samples each)

(ii1)) X train_multiclass_resampled shape: (2107980, 79).

Tale 2 The summary of the multi-class classification resampling (class balancing using SMOTE)

Attack Class | e eta balancing | after data balancing
Class 0 1551 234220
Class 1 11385 234220
Class 2 649 234220
Class 3 17825 234220
Class 4 234220 234220
Class 5 53864 234220
Class 6 65762 234220
Class 7 2616 234220
Class 8 26685 234220

2.4 Data Splitting for the Multi-class Classification Split (9 Granular Classes)

The dataset was split in 70/30 ratio. The summary of the multi-class dataset splitting is as follows:

®

X train_multiclass shape: (414557, 79)
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(i1)) X validation multiclass shape: (177668, 79)
(ii1)) y_train_multiclass class distribution: Counter({4: 234220, 6: 65762, 5: 53864, 8: 26685,

3: 17825, 1: 11385, 7: 2616, 0: 1551, 2: 649})
(iv) y_validation multiclass class distribution: Counter({4: 100380, 6: 28184, 5: 23085, 8:

11436, 3: 7640, 1: 4879, 7: 1121, 0: 665, 2: 278})

After the data splitting, the multi-class McRF model was trained with the training set and
validated using the validation dataset. The McRF model is able to identify the 9 different attack classes
and the performance of the model for each class is recorded. The model performance are captured in

terms of Precision, Recall, and F1 Score, as well as Execution Time and Accuracy.

3. Results and discussion

The McRF model classification performance are presented in Figure 2, Figure 3, Figure 4, Figure
5, Figure 6, and Figure 7. The normal class has precision of 99.87 % while the RDOS, Exploitation and
Exfiltration attack classes recorded precision of 100 % (Figure 2). The Lateral Movement Class recorded

the least Precision score of 98.38%.

In Figure 3, the normal class has Recall of 99.75 % while the C & C, RDOS, Weaponization and
Exfiltration attack classes recorded Recall of 100 % (Figure 3). The Exploitation Class recorded the least
Recall score of 97.86%. Again, in Figure 4, the normal class has F1 Score of 99.81 % while the RDOS
and Exfiltration attack classes recorded F1 Score of 100 % (Figure 4). The Lateral Movement Class
recorded the least F1 Score of 98.69%. Furthermore, in Figure 5, the normal class has the highest
normalized support of 56.77 % while the Exploitation Class recorded the least normalized support of
0.018 %. However, the model could identify the RDOS more than the normal class even when the RDOS

has normalized support of 12.83 %.

The model training time is 381.35 seconds, as shown in Figure 6. The model accuracy is 99.78 %

(Figure 7). Also, Figure 7 showed that the overall precision of the McRF model is 99.60%, the Recall is
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99.58%, and the F1 score is 99.59 % while the ROC UAC is 100 %. In all, the McRF model

demonstrated robust capability to identify the specific attack class from the case study IloTID dataset.

1.005 -
% 100.00% 100.00% 100.00%
99.87% 99.98% %

99.58% 99.60%
0.995 -
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0.085 | 98.38%
0.98 -
0.975 -

Precision

Lateral Reconn . . .
Movem  C&C aissanc Tamperi Normal V'Vea.p ° Exflltrat Exelmta RDOS
nization ion tion
ent e
W Precision 0.9838 0.9901 0.9958 0.996 0.9987 0.9998 1 1 1

Figure 2 Comparison of the random forest precision results for the nine classes in the multiclass

classification
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Figure 3 Comparison of the random forest recall results for the nine classes in the multiclass

classification
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Figure 4 Comparison of the random forest F1-Score results for the nine classes in the multiclass

classification
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Figure 5 Comparison of the random forest normalized support results for the nine classes in the

multiclass classification
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Figure 6 The random forest training time for the multiclass classification

1.001
i 100.00%

o 1+
2 C
- C
5 0.999
e s s
»n 2 : 9
o " 0998 99.78%
- C

S -
E'2 0997
£3 99.60% 99.59%
- [ . 9 . (]
S 8 099 | 99.58%

© C
g© C
S5 099
23
 E C
e 0.994
S L
v r
e 0.993 -

Precision Recall F1-Score Accuracy ROC AUC
B Macro Avg 0.996 0.9958 0.9959 0.9978 1

Figure 7 The mean values of the random forest performance parameters for the multiclass
classification

4. Conclusion

The study considered Random Forest (RF) model for multi-class categorization of the attack
classes in an X-IIoTID (eXtended Industrial Internet of Things Intrusion Dataset). The Multi-class
Random Forest (McRF) model is trained and validated on the 70/30 split X-IIoTID dataset. The X-11oTID
dataset used had 9 different attack classes, including the normal class. The SMOTE (Synthetic Minority
Over-sampling Technique) method was used to balance the data sample instances for the minority classes.

The results showed that the accuracy of 99.78%.
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