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Abstract— In this paper comparative
performance analysis of cybersecurity tools on a
wireless network with WPA2 encryption is
presented. Specifically, experiments were
conducted to test and compare the performance
of four (4) open-source cybersecurity tools
namely; Suricata, Snort, Aircrack-ng and
Wireshark. The performance analysis of the four
selected cybersecurity tools was carried out on a
case study wireless network that consisted of
MTN Router, 2 personal computers, and some
mobile phones. The metric tested include packet
capturing and Intrusion detection abilities, man-in-
the-middle-attack, password cracking, ease of
installation, and usage. The result show that all
the tools tested had different degrees of packet
capturing and intrusion detection ability. However,
Wireshark performs better than the other tools in
the aspect of packet capturing and analysis since
it does not only show the source/destination
IP/mac addresses but include information like
frame check sequence, checksum, port number,
protocol type. Also, the results showed that Snort
was very efficient in the aspect of intrusion
detection. None of the 4 tools was able to initiate
Man-in-the-middle attack. Password cracking was
implemented using Wireshark and Aircrack-ng.
Also, except for Snort and Suricata, all the tools
are easy to install and use. In all, the study found
out that, no single tool is enough to initiate the
performance analysis alone. For example,
software applications like Aircrack-ng depended
on packets captured by Wireshark to initiate
password cracking. It was also discovered that
some features in the tools that are not responding
were due to a version of the operating system that
was used for this study (that is. Windows 10).
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1. Introduction

In the early years of telecommunication, wired and fiber
optic communication were quite popular [1,2, 3,4, 5, 6,7, 8,
9, 10, 11], but the advancements in wireless communication
technologies has brought about applications of wireless
communication technologies in terrestrial and satellite
communication, as well as in deep space communication
[12,13,14, 15, 16, 17,18, 19, 20, 21,22, 23, 24, 25, 26, 27,
28, 29, 30, 31, 32, 33]. As wireless communication
technologies continues to dominate the telecommunication
industry, researchers continue to identify and address
numerous challenges that are associated with such
technologies. Some of the notable challenges associated
with classical wireless communication systems include
pathloss, diffraction loss, multipath fading, rain fading,
interference, limited bandwidth, among others [34,35, 36,
37, 38, 39,40, 41,42, 43,44, 45,46, 47,48, 49,50, 51,52, 53,
54, 55, 56, 57, 58, 59, 60, 61]. However, in this present era
of Internet and associated Internet of Things technologies,
wireless communication systems are increasingly faced
with security challenges [62,63,64]. As, such increasingly,
researchers are working tirelessly to develop cybersecurity
tools and solution to address the security challenges
associated with wireless communication networks. Notably,
each cybersecurity tool can be effective in addressing some
aspects of the security challenges prevalent in wireless
networks. As such, proper cybersecurity tools analysis is
required in order to identify the appropriate tool to use for
different cybersecurity threats and attacks [65,66].

Basically, cybersecurity tools analysis methodologies are
the various strategies or approaches used to check a security
tool to certify that it performs the expected task. These
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include a method of installation, selection of network
adapter, Packet Sniffing, Man in the middle attack, etc
[67,68]. For this paper, cybersecurity tools analysis will be
defined as the procedure used to analyze the way and
manner cyber security tools can be used to monitor traffic,
capture and analyze packets, expose and crack the password
and generally expose the wvulnerabilities of a network
[69,70]. The penetration testing is conducted on a small
case study wireless network set up for this purpose using
some of the available free cybersecurity tools.

The performance of cyber security tools is highly
dependent on the diverse functionalities of the individual
tool [71,72]. For example, some of the tools are more
capable of packet capturing/analysis and intrusion detection
than others while some are more efficient in password
cracking and man in the Middle attack than others. Some
tools are designed for a single case scenario while some are
able to perform two or more types of functions. For this
study, the performance of 4 cybersecurity tools was
investigated on a case study wireless network with WPA2
encryption [73,74].

Specifically, experiments were conducted to test and
compare the performance of four (4) open-source
cybersecurity  tools namely; Suricata [75,76,77], Snort
[77,78,79], Aircrack-ng [80,81] and Wireshark [82,83]. The
performance analysis of the four selected cybersecurity
tools was carried out on a case study wireless network that
consisted of MTN Router, 2 personal computers, and some
mobile phones. The metric tested include packet capturing
and intrusion detection abilities, man-in-the-middle-attack,
password cracking, ease of installation, and usage
[84,85,86,87]. The results of the experimental study and the
discussion of the results are presented.

2.0 Methodology

In this paper, experiments were conducted to test and
compare the performance of four (4) open-source
cybersecurity  tools namely; Suricata, Snort, Aircrack-ng
and Wireshark. A small case study lab was set up which
consist of MTN Router, 2 personal computers, and some
mobile phones. The function of the MTN MF253v router
(Figure 1) is to serve as a source of the internet. It has a
operates at maximum frequency of 1900 MHz, maximum
transmission rate of 150mbps and supports Edge, Gprs, and
HSDPA communication protocol. It is also compatible with
Windows 7, 8, and 10.

The personal computer (PC) shown in Figure 2 is HP 250
G3 Notebook with an installed Windows 10 professional
operating system. The PC has a hard disk capacity of 500
GB, a Quad-core processor, and an installed Ram of 4Gb.
The PC serves as a threat source in this project i.e.,
Network attack/ Analysis software such as Cain and Abel
and Wireshark will be installed and launched from this PC.

Another personal computer shown in Figure 3 is a Dell
Latitude E5510 with an installed windows 10 professional
operating system. The Dell PC has a hard disk capacity of
500Gb, a Dual-core processor, and an installed Ram of
4Gh. It serves as a threat victim in this project , that means
the analysis software such as Suricata, Snort, and
Wireshark are installed and launched from this Dell PC. It

will be used to monitor traffic and analyze packets to check
their accuracy in detecting the threat.

Figure 2 Personal Computer (HP 250 G3
Notebook )

Figure 3 Personal Computer (Dell Latitude E5510)
2.1 The Software Tools
2.1.1 SURICATA

Suricata is an open-source IDS/IPS tool developed by
the Open Security Foundation (OISF). It performs intrusion
detection/prevention procedures and it has detection engine
which is a very sophisticated and vigorous network threat
detection engine. It is highly valued because it has ability to
initiate capturing of data at layer 7 of the OSI model (i.e.,
application layer). Suricata tool can integrate with third-
party tools such as Anavar, Squil, BASE, Kibana and
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Snorby. It has an in-built scripting module, intelligent
processing architecture and makes use of signature and
anomaly-based methods. In order to use Suricata tool one
has to download and install it in the computer system used
for the vulnerability analysis. The procedure for the
installation of Suricata on Windows operating system can

2.1.2 WIRESHARK

Wireshark is a free cross-platform and open-source packet
analyzing tool mostly employed by network administrators
and cyber security experts for things
like network troubleshooting, packet analysis, application

be accessed at the following URLSs;

https://blog.eldernode.com/install-suricata-on-

windows-10/

https://redmine.openinfosecfoundation.org/attachm
ents/download/1166/SuricataWinlInstallationGuide

_v1.4.2.pdf

A Capturing from Wi-Fi

File Edit View Go Capture Analyze Statistics Telephony

Wireless Tools Help

development and communications protocol development,
and also education. It has ability to capture packets and
its promiscuous mode feature allows administrators to view
visible traffic on that interface. In addition, it can
effectively be used on Microsoft Windows and Linux, as
well as on other operating systems.
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Figure 4 Wireshark Interface

A sample Wireshark interface is shown in Figure 4 and the
installation procedure for Wireshark tool is as follows:

i. Download and install Wireshark.exe from
https://www.wireshark.org/download.html

ii. Double-click on the file to open it. And follow
subsequent instructions to complete the setup

iii.  Ensure to install WinPcap.

iv. Select Finish completing the installation of
Wireshark.

v. Open the Wireshark and start monitoring network
traffic

2.1.3 AIRCRACK-NG

Aircrack-ng is a cybersecurity tool that performs a variety
of functions such as packet sniffing, cracking passwords,
and analyzing packets. It is ready tool for wireless hacking
and vulnerability testing. Also, it can use packet injection to
initiate attacks like de-authentication and Cracking wireless
protocol such as WEP and WPAL and WPA2 through the
use of dictionary /wordlist. A sample Aircrack-ng interface
is shown in Figure 5. The installation procedure of
Aircrack-ng on Windows operating system is quite lengthy
but the procedure can be accessed from any of the
following URLs;

i https://windows-1.com/aircrack-ng-for-pc.html
ii. https://www.systranbox.com/how-to-install-
aircrack-ng-on-windows-10-kali-linux/
iii. https://www.aircrack-
ng.org/doku.php?id=install_aircrack
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! Aircrack-ng GUI

Filename(z) |

Encryption () WEFP

Wordist |

[] Advanced options

e =
Aircrackng  Arodumpng  Airdecapng  About
Choose. ..
® WPA
Choose. .. t
Launch

Figure 5 Aircrack-ng Interface

2.1.4 Snort

Snort, developed by Cisco, is one of the open-source
network-based intrusion detection/prevention  system
(IDS/IPS) tools equipped with the ability to carry-out
several functions such as real-time traffic analysis, protocol
analysis, content searching and matching, and packet
logging on Internet Protocol (IP) networks. It also functions
as detector for probes or attacks, operating system
fingerprinting attempts, semantic URL attacks, buffer
overflows, server message block probes, and stealth port
scans. However, although snort can carry out a lot of
functions to ensure safety and security in a network, its
most crucial function is intrusion detection using both
Anomaly-based and Signature-based methods.

Notably, Snort can be configured in three main modes: 1.
sniffer, 2. packet logger, and 3. network intrusion detection.

Sniffer Mode: The program will read network packets and
display them on the console.

Packet Logger Mode: In packet logger mode, the program
will log packets to the disk.

Network Intrusion Detection System Mode: In intrusion
detection mode, the software will check and analyze
packets and scrutinize it against a rule set defined by the
user.

A sample Snort interface is shown in Figure 6. The
installation procedure of Snort on Windows operating
system is quite lengthy but the procedure can be accessed
online at;

https://zaeemjaved10.medium.com/installing-configuring-
snort-2-9-17-on-windows-10-26f73e342780.

Overview Analysis QUETE Devices Objects | AMP

Access Control » Intrusion Network Discavery

Application Detectors

Correlation Actians =

Edit Policy: Talos Intrusion Prevention Policy

Palicy Information L. Mh
Rules Rule Configuration
Firepower Recommendations Rule Content
Eategory
) Advanced Settings
app=dabect
@ Policy Layers blacklist

browser-chrome

Filter: |F‘HUT{JCE}L-SCRDR 1EC 104 List directory

S ¥ T e TR I
Rule State  Event Filtering Oynamic State Alerting Comments

GID 51D Mﬁﬂaq&,a

o 1 1001594 PROTOCOL-SCADA IEC 104 List directory
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browser-ie
browser-other
browser-plugins
brdwser-wehkit
content-replace

Figure 6 Snort GUI
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2.2 The cybersecurity tools performance analysis

The performance analysis of the four selected cybersecurity
tools was carried out on a case study wireless network that
was set-up primarily for this purpose. The small case study
wireless network that was set up consisted of the MTN
Router, 2 personal computers, and some mobile phones.
Once the computer system was booted up to the desktop, it
was connected to the network and each cybersecurity tool
was launched. Once all the tools were analyzed, the
corresponding result was documented and discussed. The
implementation flowchart for the cybersecurity tools
performance analysis is shown in Figure 7. Also, the picture
of the two PCs that are wirelessly connected to the MTN
Router is shown in Figure 8 while the schematic diagram of
the network set up is shown in Figure 9.

Setup wireless
Network

a4
-

¥
Diownload and
mastall tools

Launch tool

Start test

View result
——

}

Fecord Besult

NOD

Iz 5 Tools
Beached?

Figure 7 flowchart for the

Implementation
cybersecurity tools performance analysis

Infinix SMART HD

Figure 8 Picture of the two PCs that are wirelessly
connected to the MTN Router

Attacker's PC —1{ | Victim's PC

Wireless Link
Wireless Link

—* MTN Router

Figure 9 The schematic diagram of the network set up

3.0 Results and Discussion

In this paper, the performance of 4 cybersecurity tools
were analysed for a wireless network with WPA-2
encryption. The results are presented for each of the tools.
Next, a comparative analysis of the tools are made based on
the results obtained for each of the tools.

3.1 Suricata

i Packet capturing/Intrusion detection

In order to capture packet in Suricata, the command “PS
C:\suricata> C:\suricata\suricata.exe -C
C:\suricata\suricata.yaml -i 193.55.100.145)” was used,
as shown in Figure 10, where -c and -i signifies capture and
interface respectively and 193.55.100.145 was the IP
address of the network interface used in the performance
analysis. “C:\suricata\log> Is” is the command used to
show the statistics of captured packet.as shown in Figure
11.
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193.55.104,145

B.145 to pcap device \Device\NPF_{@@DIB25E-0120-4625-B4B9-82659F TFAGET)

@ - Noticey - This is Suricata version 6.8.3 RELEASE running in SYSTEM mode

Figure 10 Packet Capturing Begins in Suricata

PS C:\suricata> cd log
hvsuricatahlog» 1s

Directory: C:%suricata\log

Mode LastWriteTime

Figure 11 Packet captured statistics in Suricata

ii. Man-in-the-Middle Attack (ARP poison)
and Password cracking : These features are
not available on Suricata

3.2 Wireshark
i Packet capturing/Intrusion detection

In this paper, Wireshark was mainly used to sniff and
capture packets. The targeted interface card was selected
and several filters were put in the filter bar to help narrow

down the search result. For example, filters like
“UDP.port==53" helps to ensure that only UDP packets
are captured and monitored for intrusion. The screenshot
showing some packets captured by the Wireshark tool is
given in Figure 12.

In Figure 13 it is shown that the domain name of the
website in the captured packet is made visible by wireshark.
The captured packet is then saved and used for analysis by
other cyber tools such as Aircrack-ng.
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A Wi o X
File Edit View Go Capture Analyze Statistics  Telephony Wireless Tools  Help
o) RERe=ZFI5[5QAQQHE
[ up.port==54 ~| Expression.. +
INo. Time Source Destination Protocol  Length Info ol
988 63.617217 20.20.20.244 20.20.20.1 DNS 76 Standard query @xc29c A mtalk.google.com
981 63.619297 20.20.20.1 20.20.28.244 DNS 121 Standard query response @xc29c A mtalk.google.com CNAME mobile-gtalk.l.google.com A 108.177.127.188
1187 65.460945 20.20.20.244 20.20.28.1 DS 91 Standard query @x8b68 A signaler-pa.clients6.google.com
1188 65.463391 20.20.20.1 20.20.20.244 DNS 187 Standard query response Bx8b68 A signaler-pa.clients6.google.com A 142.250.130.17@
1191 65.972354 20.20.20.244 20.20.20.1 DNS 76 Standard query @xb97a A beacons.gvt2.com
1192 £5.975484 20.20.20.1 20.20.20.244 Dlis 115 Standard query response @xb97a A beacons.gvt2.com CNAME beacons6.gvt2.com A 216.58.198.35
1258 66.389883 20.20.20.244 20.20.20.1 DS 79 Standard query @xa927 A e2cs525.gcp.gvt2.com
1251 66.391148 20.20.20.244 20.20.20.1 DHS 77 Standard query @x38da A beacons4.gvt2.com
1252 66.3920866 20.20.20.1 20.20.20.244 DS 93 Standard query response 8x38da A beacons4.gvt2.com A 216.239.32.116
1279 66.516722 20.20.20.1 20.20.28.244 DS 95 Standard query response @xa927 A e2cs25.gep.gvtl.com A 184.196.82.149

Frame 36: 8@ bytes on wire (648 bits), B@ bytes captured (648 bits) on interface @

» Internet Protocol Version 4, Src: 28.28.20.244, Dst: 185.236.1084.104
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Ethernet II, Src: HonHaiPr @e:6b:9f (38:bl:db:@e:6b:9f), Dst: Routerbo eb:fa:a8 (B@:@c:42:eb:Ga:al)

7305 8@ Bc 42 eb 6a a8 38 bl

db fe 6b of MEE 45 80 B 5 - k[EE
7 80 42 21 £9 90 0@ 50 11 .

cd 65 14 14 14 4 b9 ec Blerssn sgns
bc 7b &d b @1 @2 @@ @1  hh - 5. {
65 61 63 6f 6e 73 83 67 -+b eacons-g
63 6T 6d @@ @@ @1 80 @1 cp-gvi2- com

a2t 68 68 c5 fd @@ 35 @@ 2e
O BB o0 0@ 00 0O 00 @7 62
63 70 @4 67 76 74 32 83

(O 7 wireshark_Wi-Fi_20211127093416_a02344,pcapng

Packets: 1368 - Displayed: 26 (1.9%) Profile; Default

Figure 12 Captured DNS packets

query response @xleac A www.Tacebook.com CNAME star-mini.cl@r.facebook.com A 157.248.2321.35

query response 8x9@8ce A static.xx.fbcdn.net CNAME scontent.xx.fbcdn.net A 157.248.221.16

Protocol  Length Info

DNS 72 Standard query @xf149 A facebook.com

DNS 88 Standard query response @xf149 A facebook.com A 157.248.221.35
DNS 76 Standard query @xleac A www.fTacebook.com

DNS 121 Standard

DNS 79 Standard query @x98ce A static.xx.fbecdn.net

DNS 118 Standard

DNS 88 Standard query @x@77f A scontent-ams4-1.xx.fbcdn.net

DNS 184 standard query response @x@77f A scontent-ams4-1.xx.fbcdn.net A 157.248.201.15
DNS 75 Standard query @xdl@e A www.gstatic.com

DNS 91 Standard query response @xdl@s A www.gstatic.com A 216.58.2085.67

Figure 13 Resolved DNS

ii. Password Decryption/Cracking

Wireshark was used to discover password over a WPA-2
encrypted packet. However, password can only be
discovered if user tries to gain access to unsecured website ,
that is, websites that begins with “HTTP” alone. The
following command “http.request.method == post” was
used on wireshark to filter such traffic. Wireshark was not
able to crack or decrypt the packet to expose the password,
however, the captured packet was decrypted by Aircrack-
Ng.

iii. Man-in-the-Middle Attack (ARP poison):
wireshark is not equipped with this feature

3.3 Aircrack-ng

i Password Decryption/Cracking

In this paper, Aircrack-ng was used to initiate
password cracking. To implement this procedure,
Wireshark was used to capture packet that may likely
contain the password as shown in Figure 14.
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Protocol  Length Info

DNS 139 Standard query response
DNS 85 Standard query

DNS 181 Standard query response
DNS 78 Standard query

DNS 318 Standard query response
DNS 96 Standard query ex138b A
DNS 112 Standard query response

P P A A { = — F i |

=i

exf3ef A adservice.google.com.ng CNAME pagead46.l...
exeb28 A tpc.googlesyndication.com

oxeb28 A tpc.googlesyndication.com A 142.258.184.65
exfsef A www.googleapis.com

oxf8ef A www.googleapis.com A 216.58.205.74 A 142...
passwordsleakcheck-pa.googleapis.com

©x138b A passwordsleakcheck-pa.googleapis.com A 14..

|

Figure 14 Password in Wireshark

The captured packet was saved in .Pcap format, and a
wordlist known as
“10_million_password_list_top 1000000.txt” was also
downloaded from https://weakpass.com/wordlist/50. In
this context, a wordlist is alist of passwords that are
documented in an unencrypted format. It contains a list of
frequently used passwords and possible combination of
letters which can facilitate passwords cracking.

There are two methods of importing the captured packet
and wordlist on Aircrack-ng are Graphic users interface
(GUI) and Command Line Interface (CLI). The CLI mode
is use by typing the following command in the command
line interface “C:\Program Files\aircrack-ng-1.6-

win\bin>aircrack-ng "D:\wire shark.pcap -W
"D:\10_million_password_list_top_1000000.txt”. C:
represent the path that contains the aircrack application
while D: represent the path containing captured packet and
the wordlist. The GUI method involves importing the
captured packet and wordlist from the graphic user
interface as shown Figure 15. The application immediately
opened the command prompt containing some information
about packet after clicking the launch button. The
screenshot in Figure 16 is captured for the command
prompt showing packet’s information. Again, in Figure 17
it is shown that Aircrack-ng tool successfully decrypted the
session password from the captured packet and wordlist
that was imported. It is correctly displayed beside the KEY
FOUND section.

! Aircrack-ng GUI

Aircrackng  Ajrodumpng  Airdecapng  About

— >

Filename(z) |"D:'-.wire shark pcap”

Choose...

Encryption (7)) WEP

(@) WPA

Wordlist | 0310 _million_password_list_top_ 1000000

Choose...

[] Advanced options

Launch

Figure 15

imp Screenshot showing how to import the wordlist and captured packet
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"D:\wire shark.pcap” -w D:\18

Reading
Opening

Read 227

# BSSI 5! Encryption

WPA (1 handshake)

Figure 16 The command prompt showing packet’s information

ER cmd - Shortcut - O >

Aircrack-ng 1.6

Time left: 15 minutes, 41 seconds

KEY FOUND! [ abcdefgh ]

Master Key : 3C 80 67 3 Fi

ransient Key

C:\Program Files\aircrack-ng-1.6-win\bin>»

Figure 17 Aircrack-ng showing password from the captured packet
34 Snort

ii. Packet capturing/Intrusion detection: the packet i Packet capturing/Intrusion detection
capturing feature was not loading due to operating

system incompatibility To implement packet capturing on Snort, some rules were

set in the C:\Snort\rules\local path, this path automatically
opened in notepad where one now has the privilege to put
in some rules with regards to the type of packets you want
to capture. As shown in Figure 18, ICMP, TCP, and UDP
packets were set to be captured.

iii. Man-in-the-Middle Attack (ARP poison)
Aircrack-Ng is not equipped with this feature
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After setting the local rules, the command “snort -i4” was
used in the Command prompt. This command was used to
capture all the traffic as set in the local rules file. On
implementing the command, snort was set to Packet Dump
Mode and the system started capturing the traffic in the

-

# LOCAL RULES

network as seen in Figure 19. The information in the packet
include date, packet type, source/destination addresses, IP-
version etc, as shown in Figure 20. The capturing session
was stopped by using “Ctrl-C”, this also brought out the
breakdown of the entire packet captured.

|alert icmp any any -> any any (msg:"TESTING IOWP"; sid:10000001;)
alert tcp any any -» any any (msg:"TESTING TCP"; sid:10000092; )
alert udp any any -> any any (msg:"TESTING UDP"; sid:10060003; )

Figure 18 Local rules folder for categories of packets to be captured

WSnort\binrsnort -i4
Running in

acket dump mode

Initializing Snor
g Output Plugins!
configured to passive.
The DAQ version does not support reload.
Acquiring network traffic from "\Devi
Decoding Ethernet

--== Initialization Complete ==--

e\NPF_{@eD9s:

SF7FASES}".

Figure 19 Snort in Packet dump mode

*#] [1:10000093:0] TESTING UDP [**
*#] [1:10000063:0] TESTING UDP [**
**] [1:1000063:0] TESTING UDP [**

*¥] [1:10090003:0] TESTING LDP [**
*¥] [1:10090003:0] TESTING LDP [**

1:19000003:0] TESTING LDP [**
[1:10006663:6] TESTING UDP [**

[1:10803663:6] TESTING UOP

:‘:-} }
:‘:-] ]

*#] [1:100002:0] TESTING TCP [**

] ] c

*] [1:10000861:0] TESTING ICWP [**] [Pril

**] [1:1000001:8] TESTING ICHP [**] [Priority:

¥] [1:10000062:8] TESTING TCP [*¥] [Prio
] [1:10000962:6] TESTING TCP [**] [Pr

-» T182:6000:0000: 6660 : 6000: 660G 648 : 66

-» 1162:6000:0000: 6660 6000: 6ERG: 6008 601

Figure 20 Captured packet in Command Prompt
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Run time

Snort pro

Snort ran for
Pkts/min:

B yvzed:
Dropped :
Filtered:
Outstanding:

Breakdown by protocol

Eth: sa
VLAN:
IP4a:

Fr: :

ICHMP:

UnDpP :

TCP:

IPG:

IPE Ext:

IPS Opts:
Fr:

Teredo:
ICMP-IP:
EAFPOL :
IP4A/IPA:
IP4/IPG:

IPE/IPG:

minutes 49 seconds

Figure 21 Breakdown of captured packet

The captured packet is saved or logged in the log folder of
snort (i.e., C:\Snort\log), as shown in Figure 21 and can be
read by using the command “C:\Snort\bin>snort -r
C:\Snort\log\snort.log.1638433578”. -r initiate the read
procedure while snort.log.1638433578 is the captured file
name.

:\Snort\bin>snort -1 4 -c
Running in IDS mode

C:\Snor

For Intrusion Detection there are three IP
protocols that Snort currently analyzes for suspicious
behavior. They are Transmission Control Protocol (tcp),
User Datagram Protocol (udp), and Internet Control
Message Protocol (icmp). As shown in Figure 22 and
“snort -i 4 -c C:\Snort\etc\snort.conf -A console” was
typed in C:\Snort\bin> directory and this automatically
showed that snort is running in IDS mode

thvetch\snort.conf -A console

Initializing Snort ==--

g Output Plugins!
Preprocessors!

Initializing Plug-ins!

Parsing Rules file "C:\Snort\etc\snort.conf”

nitializi
Initializ

Figure 23 Snort in IDS mode

ii  Man-in-the-Middle Attack (ARP poison) and
Password cracking : These features are not
available on for Snort
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3.5 Discussion on the comparative analysis of the results
of the 4 cybersecurity tools

i. Packet Capturing/Intrusion detection

From the result presented for each of the 4 cybersecurity
tool, it can be deduced that all the tools tested had different
degrees of packet capturing and intrusion detection ability.
However, the results from the experiment showed that
Wireshark performs better than other tools in the aspect of

and Suricata. Notably, Suricata and Snort’s installation and
usage require an appreciable degree of technical know-how.

The summary of the comparative analysis of the 4
cybersecurity tools is presented in Table 1. Also, Table 2
provides the classification of different cyber security tools
based on their types of attack and other capacities. In
addition, Table 3 shows the different cyber security tools
and the layer through which they carried out their attack.

Table 1: Summary of the comparative analysis
of the 4 cybersecurity tools

packet capturing and analysis since it does not only show SN Tool General Specific Uses
the source/destination IP/mac addresses but include Classification
information like frame check sequence, checksum, port
number, protocol type, etc. this information can prove 1 Wireshark Packet Analyzer | used mainly for
valuable to network administrators and security expert network  packet
when troubleshooting network vulnerability. capture/analysis,
Notably, Snort was very efficient in the aspect of intrusion Intrusion
detection. This is due to the fact that Snort is designed to de_tectlon and
run in 2 modes which are Dump mode and IDS mode. W|re|ess_ _network
Initiating Snort in Dump mode only Sniffed and captured connectivity
the packet and then stored the captured packets in a selected testing/ .
folder but running Snort in IDS mode was able to identify troubleshooting.
bad traffic in real-time depending on the rules that was set 2 . .
in Snort.Conf file. Equally, Aircrack-ng is also equipped Aircrack-ng | Wireless used to test the
with packet capturing feature (Dump mode). However, in Network weaknesses  of
this study, the feature was unable to launch due to Security tester | wireless networks
Operating System incompatibility. by analyzing
captured packets,
Suricata was used in system mode to capture and analyses passwords
packet. However, it was not very efficient since it is very cracking and
difficult to initiate filters and use the GUI on windows. decryption, etc.
Hence, the packet was only capture in Power shell CLI.
Another downside of Suricata was that packet was captured 3 Snort Intrusion Used to scan the
in cluster instead of individually and one will only be Detection network in Dump
notified of the captured traffic when it is already done and System and IDS mode to
this makes it difficult to monitor the network in real-time. capture  packets
It is worthy of note that packet sniffing and capturing only and give an alert
compromised the confidentiality of the data. However, the when a
captured data can be used on other tools to cause more questionable
damages. packet is detected
based on the
ii. Man-in-the-middle Attack ruleset
None of the 4 tools was able to initiate Man-in-the-middle 4 - -
attack. This attack compromised the integrity, and Suricata Packet Analyzer | Used to monitor
availability of the needed information. traffic and give
) alerts based on the
iii. Password Cracking rule set
Password cracking was implemented using Wireshark and
Aircrack-ng. Notably, although Wireshark in itself cannot
initiate password cracking except on an HTTP packet, it
acted as a facilitator by capturing a packet that may contain
a password, this packet was then acted upon by Aircrack-ng
to crack the password. This attack compromised all the 3
aspects of the CIA-Triad
iv. Ease of Installation and Usage
.Except for Snort and Suricata, all the tools are easy to Table 2 Attacks/Tools
install and use. Extra effort was needed to undergo
training to understand how to correctly install and use Snort
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Aircrac | Surica
k-Ng ta

Wiresha | Sno

Metrics / Tools rk rt

Packet
Capturing/Intru
sion detection

Yes Yes No Yes

Arp Poisoning

(MITM) No

No No No

Password
Cracking

Only

Hip | O

Yes No

Easy-To-Install Yes No Yes No

Easy-To-Use No No Yes No

Table 3: Attacks/Tools and their Layers of Attacks

Wiresh
ark

Aircrac | Surica

Attacks / Tools k-Ng ta

Snort

K/ Netwo
Transp | Unable rk
ort layer
Layer

Packet
Capturing/Intr
usion detection

Network
and
Transpo
rt Layer

Arp Poisoning Unabl
(MITM) Unable | Unable | Unable e

Applicat
Network Unable ion Unabl

Layer Layer e

Password
Cracking

4, Conclusion

Four (4) cybersecurity tools with different functionalities
were employed in this study to capture, analyze, expose and
crack packets. Particularly, experiments were conducted to
test and compare the performance of four (4) open-source
cybersecurity  tools namely; Suricata, Snort, Aircrack-ng
and Wireshark.The metric tested include packet capturing
and Intrusion detection abilities, man-in-the-middle-attack,
password cracking, ease of installation, and usage.

The study found out that, no single tool is enough to initiate
the performance analysis alone. For example, software
applications like Aircrack-ng depended on packets captured
by Wireshark to initiate password cracking. It was also
discovered that some features in the tools that are not
responding were due to a version of the operating system
that was used for this study (that is. Windows 10).
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