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Abstract— In the world of information and 
electronic data sharing, the need for security is 
increasing. The business world is increasingly 
interested in Cyber Security. It is a fact that 
technology is evolving at a very fast pace and this 
makes it more difficult for people to adapt to it. 
The shipping industry is a part of the business 
world that is at risk every day and is a global 
concern. IMO, by adopting regulations, aims to 
contribute to enhancing security in the maritime 
cyberspace. The shipping companies also follow 
the guidelines of BIMCO is aligned with the IMO 
and are covered by the ISM track and insurance. 
Also important is the role of Classification 
societies who play a more consultative role to this 
subject of the moment. Finally, the purpose of this 
paper is to answer specific questions that focus 
on Greek shipping and Cyber Security. 
Consequently, a quantitative survey is carried out 
on company's managers and shipowners the 
questions relate to the processes and regulations 
applied by companies and how they manage to 
strengthen their systems. 

Keywords— Cyber security; Cyber Security in 
Shipping; data protection; data security; 
information security; risk management; risk 
assessment; confidentiality; integrity; availability; 
security systems; security management system; 
threats; penetration test; resilience; classification 
societies; regulations; procedures; safety 
management standards 

I. INTRODUCTION  

Entering the digital age is a fact and the need for 
Cyber Security is growing over time [28]. Everyday 
incidents of personal data and information breaches 
lead to finding solutions and practical methods related  

 

 

to this issue [28], [31]. Services, organizations, and 
everyone, are now more suspicious of Internet attacks 
and the security of personal data. This global trend 
that is becoming a habit in people's daily lives will be 
dealt with below in the field of shipping. 

Shipping is a global superpower and it is not a 
coincidence that Cyber Security has come in this area 
too [3], [22]. In addition to several regulations that 
apply to other organizations, additional regulations 
apply to shipping which are designed to safeguard 
information in particular when communicating between 
ships and ashore [30]. Τhis makes it more difficult to 
implement Cyber Security in this area. One reason that 
mandatory regulations and procedures on Cyber 
Security are now in place is the case with Maersk, a 
company that is the largest container carrier in the 
world [5], [19]. Maersk had said that expected losses 
were between $ 200- $ 300 million, due to a major 
shutdown of their system that was simply the result of 
a virus that managed to infiltrate the system causing 
the company to temporarily shut down all critical 
systems that had been infected [5]. It is obvious that in 
this sector it is more difficult to achieve security than in 
other sectors that do not utilities satellite internet 
communication [19], [21]. Also, the issue of security 
will be a long-time concern because 100% security 
cannot be achieved [27].   

II. BACKGROUND 

The presence of the “Cyber” everywhere is 
expansive [29]. The importance of the issue is 
highlighted in national security business and the 
Internet, shipping and maritime transport [1], [2], [4], 
[22]. Understanding security policy is a key part of 
achieving Cyber Security and this is achieved by 
taking cyber-attack prevention measures, 
understanding the contexts and regulations as well as 
the impacts [30]. 
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The development of technology and the interaction 
of people with it is an important factor for continuous 
training in new technologies [29], [27]. This means that 
isolation is not an option, but it is important to 
understand the risks to information security and 
addressed them [30], [31]. This is achieved by 
perceiving and managing business threats through risk 
assessment processes based on IMO-approved 
regulations and guidelines such as BIMCO [13]. Also 
considering the precautionary measures a company 
must take and the costs and time it will take to respond 
to a threat [29], [30]. On the other hand, the EU has 
been applying the GDPR Regulation since May 2018 
[17]. This regulation concerns the protection of 
personal data and is mandatory. Risks usually come 
from motivation and fall into two categories. The 
natural hazards associated with the environment and 
the hazards of human activity [23], [27]. Usually, the 
human factor uses malware that penetrates even the 
most up-to-date systems, usually using the key clerk to 
carry out the attack finding the endpoint security 
problem [27]. The end point is every employee who 
has access to the information system across the 
network [27].  

Situations that put people at risk dealing with 
business infrastructure, the environment, scientific and 
technological tools that help detect, prevent, recover, 
mitigate and repair the impact of such situations [26], 
[27]. In addition, training human factor in Cyber 
Security is probably the most important [20], [27]. 
Maritime safety is a key to world trade [13], [22]. The 
transportation of extremely large goods in shipping is 
based on cybernetics and infrastructures that control 
them by examining the vulnerabilities and threats of 
the systems, while the importance of staff training [18], 
[22] on the automation of ship systems and their 
interactions with the office [3], [19]. That is why 
regulations have been adopted which are now applied 
by companies, some are necessary, and others are 
not. In any case, they help to strengthen their systems 
[6], [7], [8], [9], [10], [11], [12], [13], [14], [15]. 

In this context the following shipping regulations are 
listed: 

 IMO-MSC 

The IMO has issued relevant guidelines contained 
in MSC-FAL.1 / Circ.3 for the management and 
security of marine cyberspace. The guidelines of IMO 
provide high-level recommendations on cyber-
management in shipping in order to safeguard 
shipping against current and emerging cyber-threats 
and vulnerabilities [7]. 

 BIMCO 

Provides some guidelines for controlling cyber 
security in shipping [13]. 

 GDPR 

Is the General Data Protection Regulation (GDPR). 

This determines: 

1) Protecting privacy and data security. 

2) Valid for all EU Member States from 25 May 
2018. 

3) The era of "Big Data" aims to harmonize various 
data protection laws across the EU [14], [15]. 

 TMSA3 in case of tankers 

TMSA 3 is the tanker rating system and regarding 
cyber security in tankers mentions element 13 of 
TMSA 3 and is mandatory from 1 January 2018 [11]. 

 VIQ 7  

The Vetting Inspection Questionnaire (VIQ) deals 
with inspections of the highest importance on fuel and 
chemical tankers. In the case of Shell, BP etc. VIQ is 
required. Special emphasis is placed on Chapter 7 of 
the Regulation (VIQ version 7.0.05, 2019) in relation to 
Cyber security. This is a questionnaire that should be 
answered correctly by the company in such 
inspections [12]. 

  IACS 

On Cyber security in shipping IACS has made 
some recommendations on cyber security. The IACS 
recommendations stem from extensive industry-wide 
collaboration and provide much needed guidance on 
how to develop and maintain the Cyber Security of 
vessels. 

 ISO 27001 (optional) 

ISO 27001 provides the minimum requirements for 
information security management. It is targeted at 
security executives in an organization. It describes a 
common basis for developing levels of security within 
the organization, effectively managing information 
security, and building trust in transactions between 
organizations. This standard is not above the legal 
requirements of each country and any system applied 
to companies should combine the requirements of the 
standard with the legal requirements of each country 
[9]. 

A. Cyber Security Review  

According to ENISA it is mentioned “Is there a need 
for a definition? Cybersecurity is an enveloping term 
and it is not possible to make a definition to cover the 
extent of the things Cybersecurity covers. Therefore, a 
contextual definition, based on one that is relevant, fits, 
and is already used a particular SDO or organisation 
should be considered. This document provides 
recommendations for stakeholders and policymakers, 
for terminology and for SDOs.” This means that 
cybersecurity cannot be accurately translated through 
a definition. Concerning the security of personal data 
and information. However, it cannot be covered by a 
simple definition. Finally, if necessary, to give this a 
definition Cyber security according to the oxford 
dictionary is defined as: “The state of protection 
against criminal or unauthorized use of electronic data 
or the measures taken to achieve this objective.” But 
again, it gives us a generalized view of the subject. 
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Another definition [3] says that “the collection of tools, 
policies, security concepts, security safeguards, 
guidelines, risk management approaches, actions, 
training, best practices, assurance and technologies 
that can be used to protect the cyber environment and 
organization and user’s assets.”  It follows that it 
should be known that what is directly affected by a 
cyber-attack is the network based on the IP address of 
the computers [4]. Cybercriminals try to infiltrate the 
systems using malware that includes viruses, worms, 
spyware and Trojans [31]. Companies need to be 
prepared to apply new technologies and train their staff 
to be able to understand the consequences of an 
attack [30], [31]. 

B. Cyber Security in Maritime Industry  

Cyber Security in maritime industry is the protection 
about personal data when communicating ships with 
shore. This is done by regulations and requirements 
that they come from organizations that they make this 
on shipping [28]. 

As part of the ISM and IMO, regulations and 
procedures have been put in place to help companies 
strengthen their systems and provide appropriate 
training to staff on cyber security [6], [7], [8]. Another 
regulation is the GDPR concerning data protection and 
has been mandated by an EU directive [14], [15]. In 
addition, the IACS has also adopted 12 cyber security 
recommendations [10]. Tankers apply TMSA 3 and 
VIQ 7 mandatory [11], [12]. Finally, companies on their 
own initiative can comply with ISO 27001 which 
provides the minimum requirements for cyber security 
of an organization [9]. Of the above regulations and 
procedures some are mandatory and others not but 
with one common goal and that is Cyber Security.  

Shipping companies apply cyber security 
procedures and their systems are divides into two 
categories. OT systems that control the physical world 
and IT systems that handle data [18], [19]. OT systems 
are different from traditional IT systems. The OT 
system is hardware and software that directly monitors 
/ controls physical devices and processes. On the 
other hand, the IT system covers a range of 
information processing technologies, including 
software, hardware and communication technologies 
[18], [19].  

Companies, for the better use of their systems and 
to avoid errors and consequently attacks, are guided 
either by their own trained staff or with the help of 
classification societies who now play consulting roles 
or even by third party consulting companies. The 
above are a guideline from BIMCO that covers a very 
large and important part in terms of security [13]. They 
are also covered by insurance as long as they follow 
the guidelines properly and have their staff well trained 
to avoid frivolous errors that can occur and cost the 
company [24], [25]. 

In the figure below we look at the Cyber Security 
management approach as outlined in the BIMCO 
guidelines [13]. 

 

Fig. 1. Cyber risk management approach as set out in the 
guidelines [13] 

This paper presents a quantitative research in 
collaboration with DNVGL. Questionnaires have been 
sent and managers of shipping companies in Greece 
have been invited to respond. This presents results for 
Cyber Security in shipping. If companies follow the 
required procedures, if they are properly prepared 
about regulations, how they manage a threat, how 
protected they feel, etc. 

III. METHODOLOGY 

In the present paper the method used in conducting 
the research is the quantitative methodology. 
Quantitative research is carried out using a 
questionnaire and the data are analyzed statistically 
[16]. The questionnaire was sent to executives of 
major Greek shipping companies. These executives 
make up the management of the company, HSQE 
department, the legal and IT department. 87 
questionnaires were sent out of which 39 of them were 
answered. Thus, research can be described as a small 
empirical study that records the views of employees in 
positions of responsibility. The present research 
applies the quantitative methodology which is based 
on the positivism philosophy. The data collected in 
response to the survey questions are collected by 
means of a questionnaire using the sampling method. 
In quantitative methodology we have a productive 
approach [17]. Also, this research is descriptive in that 
it answers questions in a specific time period (June - 
July 2019) [17]. 

A. Propose and Research objectives 

The purpose of this paper is to study the 
implementation of cyber security in shipping. Is 
therefore to answer the following research questions: 

a) Which procedures and regulations followed 
for the organization of shipping companies in relation 
to Cyber Security? 

http://www.jmest.org/
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b) To examine Cyber Security System 
Empowerment Factors. 

c) To investigated of attacks. 

B. Research Tool 

 The research tool used was the use of a questionnaire 
embedded in Google forms and then emailed to the 
respondents. Subsequently, the results were processed in one 
place of using SPSS and the rest were Descriptively 
answered due to the type of questionnaire. 

C. Some Common Mistakes. 

IV.  DATA ANALYSIS 

      Since the survey, were received 39 responses 
from 89 questionnaires , which is about 50%. The 
questionnaire was divided into 4 chapters. the 
chapters relate to respondents' personal information, 
company personal information, company information 
on cybersecurity and finally how important the data 
given to them in chapter 4 was. The first three of these 
chapters were descriptively analysed while the last 
chapter about the importance of the questions for the 
companies of the respondents was analysed using the 
SPSS program. This was because these questions 
were based on a Likert scale ranging from 1 “very 
important” to 5 “not at all important”. 

A. Respondents’ Personal Informations 

1) Age Group  

TABLE I.  AGE GROUP 

Age Group  Answers  

25-39 25.6% 

40-59 61.5% 

60+ 12.8% 

The TABLE I above shows that the age group with 
the most answers is 40-59 years old with 61,5%. 
Followed by the 25-39 age group with 25,6% which 
means that more and more young people are taking 
responsibility positions in the companies. Finally, the 
age group of 60+ exists at a very low rate of 12,8% 
and we could say that it is significant due to the many 
years of experience in shipping. 

2)  Job Position in The Company 

TABLE II.  POSITION HELD IN THE COMPANY 

Position Held in The 
Company 

Answers  

DPA 2 

HSQE 4 

Technical Department 20 

IT Department 8 

Managing Director/ 
CEO/ COO 

5 

Ship-Owner  1 

Other 1 

 

B. Company’s Personal Informations 

1) Kind of Vessels 

TABLE III.  KIND OF VESSELS 

Kind of Vessels  Answers  

Bulkers  26 

Tankers  19 

Containers  7 

Gas Carriers  3 

Other 1 

 

2) Age of Company’s Vessels 

TABLE IV.   AGE OF VESSELS 

Age of Vessels Answers  

1-5 0 

5-10 28 

10-15 9 

15+ 2 

 

3) Number of Company’s Vessels 

TABLE V.  NUMBER OF VESSELS  

Number of Vessels Answers  

1-5 3 

6-15 16 

16-25 5 

25+ 15 
 

C. Survey Results about Cyber Security 

1) Research Objective1: Procedures and 
Regulations 

Regarding on the first research objective about the 
procedures and regulations applicable to Greek 
shipping companies, the research questions of this 
survey are listed in the following table. 

TABLE VI.  RESEARCH OBJECTIVE 1 

 

 

 

 

 

Research 
Objective 1 

Research Questions 

1.1 Does the company 
have documented privacy 
policies and procedures in 
place for the management 
of personal data and who 

is its manager? 

1.2 Significance of the 
Guidelines that 

companies follow to 
achieve cyber security. 

 

Approximately 92% of the sample population 
applies a documented cyber security policy to their 
company. This policy is based on regulations and 
procedures that either necessarily apply or play a 
guiding role in them. The regulations are IMO, ISO 
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27001,GDPR TMSA3, BIMCO guideline etc. Corporate 
mentoring is done internally in combination with the IT 
and HSQE departments. This is done by specialized 
staff with the exception of a small percentage (about 
8%) using external companies to meet this goal. Also, 
a majority of about 54% find it important to be able to 
prove documented policy in relation to these 
procedures at any time. Finally, risk assessment and 
risk management are implemented at regular intervals 
and in this way they can prevent or manage an attack. 
Risk management and risk assessment are part of the 
regulations. 

2) Research Objective 2: System Strangthening 
Agents 

Regarding on the second research objective about 
the strengthening factors of shipping companies'  
communication systems, the research questions of this 
survey are listed in the following table. 

TABLE VII.  RESEARCH OBJECTIVE 2 

 

 

 

 

 

Research 
Objective 2 

Research Questions 

Do companies apply up-
to-date new firewall 

technologies and firewalls 
to avoid threats? 

How much does staff 
training influence the 
strengthening of the 

company's Cyber Security 
system? 

Do companies apply risk 
assessment and risk 

management? 

Companies are trying to strengthen their systems 
by applying modern technologies as well as up-to-date 
firewalls and find it very important to be able to ensure 
that the company is secure with about 67%. Another 
factor is the control of their suppliers as well as access 
to the company's system with rates of about 95% and 
60% respectively. Also, staff training is another factor 
in strengthening their systems and may even be 
considered to be the most important factor with about 
95% of the responses. in addition, they carry out risk 
assessment and management of about 72%, 
penetration tests on their systems to prevent attacks at 
about 50%, and find it important to record policies and 
procedures and review about 82%. Finally, they 
consider it very important to identify agents at about 
87% upon entry into the system and to have a system 
in place to enhance their systems and be able to react 
quickly in the event of 90% and 98% respectively. 

3) Research Objective 3: Investigation of Attacks 

Regarding on the third research objective about the 
investigation of attacks to the shipping companies, the 

research questions of this survey are listed in the 
following table. 

TABLE VIII.  RESEARCH OBJECTIVE 3 

 

 

 

 

Research 
Objective 3 

Research Questions 

Is there any experience of 
any threat to the company's 

system in the last three 
years? 

In which department are 
most threats presented and 
they are mainly natural or 

human? 

Has changed the way that 
companies operates after an 

attack? 

Companies have been exposed to cyberattacks on 
their systems for about 40% over the last three years. 
Threats mainly concerned ship and office emails 
(25/39 replies), less the financial part of the company 
(19/39 replies) and fewer ship management systems 
(11/39 replies). this information may be the most 
important in the present research because it gives us 
information about what needs to be paid attention to. 
Finally, the changes that have been noticed in the way 
the company operates are significant at about 50%. 

V. CONCLUSIONS 

The development of technology has helped to 
create a secure cyberspace. It is generally 
acknowledged that this is achieved by training staff 
and strengthening ship and office systems [20], [21]. 
Companies also apply regulations that apply to these 
systems and follow BIMCO's insurance coverage 
guidelines and not only. Companies also apply 
regulations that apply to these systems and follow 
BIMCO's insurance coverage guidelines and beyond. 
they also have a documented security policy that they 
establish on their own or with the help of consulting 
companies. This policy is communicated to all 
employees and Applied to personnel information 
systems, as well as buildings and ships of its fleet. 

Cyber Security in Shipping is now part of the ISM 
Code and will be mandatory from January 2021. 
Companies are already preparing for this, paying 
particular attention to procedures, regulations, staff 
training and intrusive systems or systems. their 
systems. Assistance comes from consulting 
companies or their specialized staff.  

Regarding the topic of the survey, the responses 
were positive because the majority of respondents said 
that in addition to their knowledge of the subject, they 
also wanted to become better and more visible in 
Cyber Security. This means that Shipping is informed 
about Cyber Security and that its evolution is a given. 
Also the present research could be considered 
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important due to the professional status of the 
respondents. They are all of the largest executives in 
Greek shipping. 

On the other hand, even though companies are 
aware of the regulations and procedures that apply 
and consider it important, they are not fully prepared. 
For this reason, it is proposed in the future to carry out 
further research on their preparation for the 
regulations. 
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