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Abstract—This paper investigates modeling, anal-

ysis and design of Networked Control Systems 

(NCSs).They which are of great interest due to ad-

vantages presented here, but are technically com-

plex because of the challenges of this class of 

systems such as delay and packet-dropout. To 

study, NCSs with packet dropouts, Markov chains 

are used to describe historical behaviors of pack-

et dropouts. Therefore, general models are de-

rived under single packet transmission protocols. 

Furthermore, controllers are designed to stabilize 

the resulting closed-loop systems. Using this 

method, an inverted pendulum, which was first 

controlled in a network with delays, is controlled 

in a network with packet dropouts. Simulation re-

sults show the effectiveness of this method.  

Keywords—Network Control System, Markovi-
an Jump Linear System, Packet dropout, Stability   

I. Introduction 

In modern industrial and commercial systems, NCS 
has gained increasing attention due to its cost effec-
tiveness and flexible applications. In other words, the 
introduction of NCS architectures can improve flexibil-
ity and efficiency of common control systems through 
reducing wiring and thus reducing the installation, re-
configuration and maintenance time and costs. 

Networked control systems are spatially distributed 
systems in which communication between sensors, 
actuators and controllers is supported by a network 
(Fig.1). Such a network can be a wired communication 
network (which is applicable in today’s industry) or 
digital communication network (including unwired net-
works). 

Control systems in large and small scales include 
sensors, actuators and controllers. Traditionally, linking 
different parts of control systems is done through wired 
networks. However, this configuration has its own dis-
advantages such as high costs and expanding physi-
cal setups and functionality. 

 

Fig. 1 a schematic of Network Control System (NCS) 

Hence, traditional control systems are no longer 
suitable to meet new requirements. Consequently, 
NCSs have been finding application in a broad range 
of areas such as mobile sensor networks [2], remote 
surgery [3], haptic collaboration over the internet [4], 
automated highway systems, and unmanned aerial 
vehicles [2-4]. Because of these advantages, many 
industrial companies have shown interest in applying 
networks for remote industrial control purposes and 
factory automation. For example, Control Area Net-
work (CAN) was originally developed in 1983 by the 
German company Bosch for use in car industries and 
many other industrial control applications. Other ex-
amples of industrial networks are Profibus, Foundation 
Fieldbus and Device-Net. Most of these protocols are 
typically reliable and robust for real-time control pur-
poses [5-6]. 

During these days, the technologies on computer 
networks, (especially Ethernet) have also progressed 
rapidly. By decreasing cost, increasing speed and 
widespread usage, these networks have became ma-
jor competitors for industrial networks in control appli-
cations. Furthermore, the popularity of internet has 
brought these networks into various organizations. 
Thus, control applications can utilize these networks to 
connect to the internet in order to perform remote con-
trol from distances farther than in the past [7-8]. Re-
gardless of types of networks used, the overall NCS 
performance is always affected by network delays. 
Delays are widely known to degrade the performance 
of a control system. Network delays may not signifi-
cantly affect an open loop control system, however, an 
open loop control system structure may not be appro-
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priate for many control applications such as teleopera-
tion or remote surgery [9-10]. 

As stated above, data network technology has 
been widely used in industrial control systems. For 
decays, connecting different parts of control systems 
(sensor/actuator/controller) through communication 
network results in flexible architectures, and generally 
reduces installation and maintenance costs. So this 
kind of systems have been applicable more than be-
fore, and consequently have been finding application 
in a broad range of areas. 

There are two general NCS configurations: 

Direct structure and Hierarchical structure. 

The NCS in the direct structure is composed of a 
controller and a remote system containing a physical 
plant, sensors and actuators. The controller and the 
plant are physically located at different locations and 
are directly linked by a data network (Fig. 2). 

The controller signal is encapsulated in a packet 
and sent to the plant via the network. The plant then 
returns the system output to the controller by putting 
the information into a packet as well. Some examples 
of NCS in this structure include distance learning lab 
and a DC motor speed control system. 

A hierarchical structure consists of a main controller 
and a remote closed-loop system as depicted in Fig. 3. 
Periodically, the main controller computes and sends 
the reference signal in a packet via a network, to the 
remote system. The remote system then processes 
the reference signal to perform closed-loop control, 
and returns the information to the main controller for 
network control. This structure is widely used in sever-
al applications including mobile robots [2] and tele-
operation [3]. The use of either the direct structure or 
the hierarchical structure is based on application re-
quirements and designer’s preferences.  

Although insertion of network in an NCS has a lot of 
advantages, it has some drawbacks which make the 
system analysis and design difficult, and bring many 
new challenges. The first challenge is network in-
duced-  

 

Fig. 2 Direct structure [11] 

 

Fig. 3 Hierarchical Structure [11] 

delays which are inevitable not only due to limited 
bandwidth, but also due to overhead in the communi-

cation nodes and in the network. The second chal-
lenge is packet dropouts. Typically, they result from 
transmission errors in physical network links.  

In an NCS, in the case of packet dropout, the unre-
liable transmission path, single or multiple packet 
transmission, sampling rate, noise and different issues 
impact the analysis. Because of this, researchers have 
encountered packet dropout differently. On the other 
hand, the modeling of packet dropout affects the anal-
ysis. 

Packet dropout is a random process. The number 
of dropped packets never exceeds the specified limit, 
and the best method of modeling this process is Mar-
kovian chain method, since this method describes the 
behavior of packet dropouts as well. 

NCSs with packet dropouts was modeled with 
ADSs [12]. In [13] NCS with limited packet dropouts 
was modeled through switching systems, and a recur-
sive method in modeling NCS with packet dropout is 
described in [14]. But, the effect of C/A packet drop-
outs was neglected due to complicated NCS modeling 
and analysis. In [15] the Markovian chain was intro-
duced to model packet dropouts, and a jumping linear 
estimator was described to improve system’s behavior.  

Although, because of randomness of packet drop-
out process, most recent papers have paid much at-
tention to modeling NCS by Markovian chain, they 
mostly require a prior knowledge of the transition 
probability of Markovian packet loss. As a result, some 
papers have recently presented methods, to estimate 
the uncertainties of transition matrix. 

In [16-17] delay, stability analysis and robust con-
troller design in NCSs have been reviewed. In [4] 
packet dropout has been modeled as a delay and thus, 
the NCS has changed to MJLS. Then stability analysis 
and controller design has been performed for this kind 
of systems.  

In this paper, the stability and controller design of 
NSCs with packet dropout are considered. Both sen-
sor-to-controller and controller to actuator packet 
dropout are included and described by two independ-
ent Markovian chains. Therefore the resulting closed-
loop NCS can be transformed to a kind of MJLS with 
time delay, and thus, the results of this system can be 
used for analysis. Then the model of an inverted pen-
dulum with delay, which controlled through network 
[18], has been controlled with packet dropout. Exten-
sive simulation results presented here, have demon-
strated the effectiveness of the proposed method. 

Before problem statement, we noted out single and 
multiple transmission usage. Different networks are 
suitable for different types of transmission. Ethernet 
originally designed for transmitting information such as 
data files, can hold a maximum of 1500 bytes of data 
in a single packet [4]. Hence, it is more efficient to 
lump the sensor data into one packet and transmit it 
through single packet transmission. On the other hand, 
DeviceNet has a maximum 8-byte data field in each 
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packet, thus sensor data often must be shuttled in dif-
ferent packets on DeviceNet. In these cases, analysis 
of NCSs with packet dropouts is done in two modes 
according to the type of networks. In this paper only 
single packet transmission is considered. 

II. Modeling and controller design of NCSs with 
single packet transmissions and known 
transition matrix 

  In this section, the NCSs with packet dropouts are 
analyzed. At first, packet dropouts are modeled, and 
then by this definition, the resulting closed loop system 
can be transformed to a standard “jump linear system” 
with time delays, which enables us to apply the results 
of jump linear systems.  

Problem statement [4] 

A schematic of an NCS with packet dropouts is 
shown in Fig. 1, where sensors, actuators and control-
lers are clock-driven.  

The plant we consider here is linear time invariant 
(LTI) and thus we have: 

𝑥𝑘+1 = 𝛷𝑥𝑘 + 𝛤𝑢𝑘   (1) 

In this system, 𝑥𝑘 is the state and 𝑢𝑘 is the input. 𝛷 
and 𝛤 are known real constant matrices with appropri-
ate dimensions. Suppose buffers are long enough to 
hold all the packets arrived, which will be picked up 
according to the last-in-first-out rule. For example, 
when a sensor data 𝑥𝑘 is lost, the controller will read 
out the most recent data 𝑥𝑘−1 from the buffer and uti-
lize it as �̅�𝑘 to calculate the new control input, other-
wise the new sensor data 𝑥𝑘 will be saved to the buffer 
and used by the controller as �̅�𝑘. Hence for the buffers 
we have: 

𝑢𝑘 = {
�̅�𝑘     𝑖𝑓 𝑡𝑟𝑎𝑛𝑠𝑚𝑖𝑡𝑡𝑒𝑑 𝑠𝑢𝑐𝑐𝑒𝑠𝑠𝑓𝑢𝑙𝑙𝑦
𝑢𝑘−1                                    𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒

 

�̅�𝑘 = {
𝑥𝑘     𝑖𝑓 𝑡𝑟𝑎𝑛𝑠𝑚𝑖𝑡𝑡𝑒𝑑 𝑠𝑢𝑐𝑐𝑒𝑠𝑠𝑓𝑢𝑙𝑙𝑦
�̅�𝑘−1                                    𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒

 

      (2) 

 

Fig. 4 An NCS with data packet dropout via state 
feedback[4] 

Moreover, due to the bandwidth and packet size 
constraints of the network, the packet transmission can 
be classified into two types: single and multiple packet 

transmissions. By this classification, we will have new 
NCS models. 

In the following section, analysis is done for single 
packet transmission.  

III. Modeling NCSs with single packet transmission 
[4] 

In this section, the packet dropout is considered in 
sensor/controller and controller/actuator sides. As-
sume that dk

sc  is the quantity of packets dropped at 

time k on the S/C side, which is calculated from the 
current time k to the last successful transmission (hap-
pened at time (k − dk

sc)), where dk
ca is the packet quan-

tity dropped on the C/A side between the current time 
k and its last successful transmission at time k − dk

ca, 

and both of them are bounded. Thus we have: 

1 20 ,0sc ca

k kd d d d     

Where d1 and d2 are non-negative integers. We 
model dk

sc and dk
caas two homogeneous independent 

Markov chains, which take values in S1= {0,1,…, d1} 
and S2= {0,1,…, d2} with the generators Λ1=ρij and 

Λ2=λmn, respectively. The transition probabilities of 
dk

sc(jumping from mode i t o j) and dk
ca (jumping from 

mode m to n) are defined by: 

       𝜌𝑖𝑗 = 𝑃𝑟(𝑑𝑘+1
𝑠𝑐 = 𝑗|𝑑𝑘

𝑠𝑐 = 𝑖), 

𝜆𝑚𝑛 = 𝑃𝑟(𝑑𝑘+1
𝑐𝑎 = 𝑛|𝑑𝑘

𝑐𝑎 = 𝑚),  (3) 

Where ρij >0, 𝑖, 𝑗 ∈ 𝑆1, λmn,>0, 𝑚, 𝑛 ∈ 𝑆2. 

It is obvious that the transition probabilities satisfy: 

∑ 𝜌𝑖𝑗
𝑑1
𝑗=0 = 1, ∑ 𝜆𝑚𝑛

𝑑2
𝑛=0 = 1,  (4) 

Which can be derived by packet dropout definitions. 
Assume the state feedback control law is: 

 �̅�(𝑘) = 𝐹(𝑑𝑘
𝑠𝑐)�̅�(𝑘)   (5) 

Where F(𝑑𝑘
𝑠𝑐) is a set of controllers and will be de-

signed based on 𝑑𝑘
𝑠𝑐 . Substituting Eq. (2) and Eq. (5) 

in Eq. (1), we will have the following closed-loop sys-
tem: 

𝑥𝑘+1 = {
𝛷𝑥𝑘 + 𝛤𝐹(𝑑𝑘

𝑠𝑐)�̅�𝑘     𝑖𝑓   𝑑𝑘
𝑐𝑎 = 0

𝛷𝑥𝑘 + 𝛤𝑢𝑘−1              𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒
 

      (6) 

Note that �̅�𝑘=𝑥𝑘−𝑑𝑘
𝑠𝑐, which can be easily derived by 

iterations based on Eq. (2) To simplify the expression 
of the closed-loop system, we introduce a function α(.) 
to combine the above closed-loop system as: 

𝑥𝑘+1 =  𝛷𝑥𝑘 + 𝛼(𝑑𝑘
𝑐𝑎)𝛤𝑢𝑘−1

+ [1 − 𝛼(𝑑𝑘
𝑐𝑎)]𝛤𝐹(𝑑𝑘

𝑠𝑐)𝑥𝑘−𝑑𝑘
𝑠𝑐 

𝑢𝑘 = 𝛼(𝑑𝑘
𝑐𝑎)𝑢𝑘−1 + [1 − 𝛼(𝑑𝑘

𝑐𝑎)]𝐹(𝑑𝑘
𝑠𝑐)𝑥𝑘−𝑑𝑘

𝑠𝑐 

      (7) 
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Where: 

𝛼(𝑑𝑘
𝑐𝑎) = {

1,        𝑑𝑘
𝑐𝑎 > 0  

0,          𝑑𝑘
𝑐𝑎 = 0

    (8) 

Remark1. The value of α(.) depends on whether the 
designed control signal is successfully transmitted or 
not (namely, 𝑑𝑘

𝑠𝑐=0 or 𝑑𝑘
𝑠𝑐>0), instead of how many 

designed control signals are dropped (the value of 
𝑑𝑘

𝑐𝑎). This classification can simplify the modeling of 

the closed-loop system since the control input 𝑢𝑘 will 
not be updated no matter what the value of 𝑑𝑘

𝑐𝑎>0 will 
be. That is, the control signal 𝑢𝑘 will be the same when 
𝑑𝑘

𝑐𝑎=1,2,3,…, 𝑑2. Another advantage of this classifica-
tion is to avoid introducing the unknown 𝑑𝑘

𝑐𝑎 in the 
augmented state vectors and controller design. Thus, 
we replace 𝑢𝑘 with Eq. (2) instead of 𝑢𝑘=�̅�𝑘−𝑑𝑘

𝑐𝑎, the 

deriving method being the same as the iteration meth-
od for �̅�𝑘. Combining plant and controller state vectors 

to obtain a global vector 𝑧𝑘=[𝑥𝑘
𝑇 , 𝑢𝑘−1

𝑇 ]𝑇 by Eqs. (7)-(8), 
we can obtain the closed-loop system for the NCS with 
single-packet transmissions in Fig. 1 as: 

𝑧𝑘= [
𝛷 𝛤𝛼(𝑑𝑘

𝑐𝑎)

0 𝛼(𝑑𝑘
𝑐𝑎)

] [
𝑥𝑘

𝑢𝑘−1
]  +

[
(1 − 𝛼(𝑑𝑘

𝑐𝑎))𝛤𝐹(𝑑𝑘
𝑠𝑐) 0

(1 − 𝛼(𝑑𝑘
𝑐𝑎))𝐹(𝑑𝑘

𝑠𝑐) 0
] =

𝐴(𝑑𝑘
𝑐𝑎)𝑧𝑘 + 𝐵(𝑑𝑘

𝑐𝑎 , 𝑑𝑘
𝑠𝑐)𝑧𝑘−𝑑𝑘

𝑠𝑐        (9) 

Remark2: The resulting closed-loop system in Eq. 
(9) is a jump linear system with two modes 
(𝑑𝑘

𝑠𝑐𝑎𝑛𝑑 𝑑𝑘
𝑐𝑎) and one mode-dependent time-varying 

delay 𝑑𝑘
𝑠𝑐,where their transitions are described by two 

Markov chains ,which give the history behavior of S/C 
and C/A packet dropouts, respectively. This also ena-
bles us to apply the results of jumping linear systems 
with time-delays to the analysis and synthesis of such 
NCSs.  

IV. Stability analysis and controller design of NCSs 
with single packet transmission 

According to the result of previous section, a suffi-
cient condition on the stochastic stability of the system 
in 8 with single-packet transmissions is derived. Then 
we have the following theorem. 

Theorem [4]: The system in 8 is stochastically sta-
ble if there exist 𝑋𝑖,𝑚 >0, Q>0and 𝛹𝑖,𝑚 such that the 

following LMI: 

, , ,

,

0

* 0

0* * 0

1
* * *

T

i m i m m i m

i m

X X A X

Q

Q


  
 

   
  
 
 
    (10)  

holds for all 1,i j S
 and 2,m n S

where * denotes 
blocks that are readily inferred by symmetry and

1 2,sc ca

k kd i S d m S   
. 

Then: 

Θ=[√𝜆𝑚1𝜌𝑖1𝐼, … , √𝜆𝑚𝑛𝜌𝑖𝑗𝐼, … , √𝜆𝑚𝑑2
𝜌𝑖𝑑1

𝐼] 

𝑄 = 𝑅−1, 𝛺 = 𝑑𝑖𝑎𝑔[𝑋1,1, … , 𝑋𝑗,𝑚 , … , 𝑋𝑑1,𝑑2
] 

𝛹𝑖,𝑚 = 𝑅−1𝐵𝑖,𝑚
𝑇  

Here 𝑑1. 𝑑2 is the number of matrices. The control 
law we have is: 

𝑢𝑘 = {
𝑢𝑘−1 + 𝛤𝐹(𝑑𝑘

𝑠𝑐)�̅�𝑘          𝑑𝑘
𝑐𝑎 > 0

𝐾𝛹𝑖,0𝑄−1[𝐼 0]𝑥𝑘−𝑑𝑘
𝑠𝑐   𝑑𝑘

𝑐𝑎 = 0
 

      (11) 

V. Simulation of an inverted pendulum 

In this section, the confirmation of the presented 
method is established. For this purpose an inverted 
pendulum, already controlled through network , when 
packet dropouts occur in S/C and C/A sides, is stabi-
lized using previous results presented here about 
MJLSs. Simulation results guarantee the stability of the 

system. As seen in Fig. 5, [𝑥𝑑 , 𝜃, �̇�𝑑 , �̇�] are the states 
and [𝑥𝑑 , 𝜃] are outputs. The surface is frictionless and 
parameters of the system are [18]: 

𝑚1 = 1𝑘𝑔, 𝑚2 = 0.5𝑘𝑔, 𝐿 = 1𝑚 

The discrete dynamic model of system with sam-
pling time of 0.5𝑠 is given by: 

1.0000 0.1000 0.0166 0.0005

0 1.0000 0.3374 0.0166

0 0 1.0966 0.1033

0 0 2.0247 1.0996

dA

  
 

 
 
 
 
   

0.0045

0.0896

0.0068

0.1377

dB

 
 
 
 
 
   

 
Fig. 5 an inverted pendulum system 

Eigenvalues of the inverted pendulum system are 
1,1,1.5569,0.6423. It’s clear that, this discrete system 
is unstable and should be stabilized through packet 
dropouts. According to the presented method, packet 
dropouts in S/C and C/A sides change to delays 
(𝑑𝑘

𝑠𝑐 , 𝑑𝑘
𝑐𝑎),    
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Where: 

𝑑𝑘
𝑐𝑎 = 𝑖 = {0,1,2}, 𝑑𝑘

𝑠𝑐 = 𝑚 = {0,1, } 

Transition probability matrices are [18]: 

0.6 0.4 0
0.4 0.6

0.5 0.4 0.1 ,
0.5 0.5

0.5 0.4 0.1

 
  

      
     

Simulation results 

The outputs and states of the simulated system are 
depicted in Fig. 6.a to Fig. 6.d: 

 
Fig. 6.a 𝒙𝒅 of the system 

 
Fig. 6.b �̇�𝒅 of the system 

Fig. 6.c θ of the system 

 

Fig. 6.d �̇� of the system 

These figures show the stability of an inverted pen-
dulum, controlled through network by packet dropouts 
in S/C and C/A sides. Fig. 6.a and Fig. 6.c show the 
convergence of system states to initial states. Fig. 6.b 
and Fig. 6.d show continuity of derivative of states and 
convergence of them. As a result the system has been 
stabilized through the presented method.  

VI. Conclusion  

In this paper, a system which is controlled through 
network is modeled by an MJLS. Modeling the packet 
dropout process by delays makes it possible to use the 
results of MJLSs with time delay. From this, an invert-
ed pendulum with packet dropouts in S/C and C/A 
sides is stabilized.  
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