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Abstract— Nowadays, the transferred
knowledge to reach the desired goal via the safety
way begins to be more importance with the
development of technology. The science of
information security consists of some sub-
branches such as steganography, cryptography
and authentication. In this study, to avoid hacking
and to provide information security is intended. In
this study, the web-based user login system with
using encryption-based visual secret sharing is
prepared to increase in information security.
Prepared system purposes authentication,
previously such pixel-based authentication
system has not been found in the web
environment. Naor and Pinkas issued the article in
1997 is titled "Visual Authentication and
Identification” which are discussed could be made
of such a system.
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l. INTRODUCTION

The methods such as cryptography or
steganography are used to prevent undesired people’s
access to the data which is requested to be stored.
Secret sharing techniques have also a special place
among these techniques. The purpose of secret
sharing methods is the sharing of data among n
person. None of the n numbers data themselves does
represent main data only if k number of pieces comes
together the main data may be created. Thus, the data
would not be under a single person's responsibility.
The most well-known methods of secret sharing are
Shamir, Blakley, Thien-Lin and Asmuth — Bloom ones.
[1]. In the article written by Naor ve Pinkas [2] in 1997,
it has been mentioned that secret share-based image
encryption system can be used in online system and
the application of this idea was realized then it was
patented. The segment model of secret share-based
image encryption technique has been used after 2005.
In this study, the system which will be applied is pixel-
based and in web applications, it is considered that it
should be a system which prevents the case of theft of
password. In 2th section of the study secret sharing
methods, in 3th section Shamir's secret sharing
method, in 4th section web-based application and in
5th section conclusions and recommendations will be
discussed.

1. SECRET-SHARING METHODS

Nowadays, information security has become
necessary because of the increasing internet speed
and sharing all data via internet. Especially, if the
information of institutions that should remain within
themselves is captured by someone else, this may
cause great difficulties. It has revealed the fact that
transmitting information as pure information will cause
major drawbacks. For this reason, in order to send
data encryption steganography, secret sharing
techniques can be used. Secret sharing method was
introduced independently of one another by Shamir [3]
ve Blakley [4] for the first time in 1979 [14]. Also, this
method is called (k, n) threshold scheme. The main
idea of the scheme is sharing confidential information
among n person, regaining confidential information. By
means of this technique which is also called Threshold
Secret Sharing Technique, data security is isolated
from the responsibility of a single person and it can be
achieved in a more effective way [1].

Shamir has proposed a polynomial based method
for performing (k, n) threshold scheme. The user
creates a (k-1).order polynomial for (k, n) threshold
scheme. Confidential data is the constant term of the
polynomial, the polynomial coefficients are determined
randomly by the user. As a user ID that is assigned the
value of x corresponding to y values in the xy plane
create share value to be sent. During the
reconstruction phase with the (X, y) pairs of any of the
k participants, previously hidden information is
recovered by the use of Lagrange interpolation
technique. Blakley suggested a geometric-based
method. As it is known, the equation of a plane in
three-dimensional plane is indicative of an infinite
number of points. e intersection of two planes is a
straight line so still represents an infinite number of
point. Finally, the intersection of three planes can refer
to a single point.( We accept that the plane is not
parallel)[15]. In this case each of three people is given
a different plane equation, when these k-dimensional
three people come together, they can be provided to
find one point. In case one or both of the parties come
together, there will be an infinite number of points [5]. If
we generalize this, Blakley started from confidential
data being a point in a k-dimensional space. The
number of n different Hyper-plane equation is pass on
one point that is the information will be sent to
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participants. The intersection of any k-grain hyper-
plane gives confidential information in there.

The concept of sharing of privacy has been
expanded to the field of vision by Naor and Shamir,
and developed the encryption system that does not
need a computer account only the human visual
system (the eye) to decrypt [6]. To improve this
scheme proposed by Naor and Shamir a variety of
workspaces were formed. Thien and Lin proposed
Shamir's secret sharing method in order to share
secret images. [7]. Composed sharing images being in
the form of noise may attract the attention of
malevolent person and because this would jeopardize
the security of the system, it has led to studies of
hiding the image into another image with
steganography and sharing later on [8].

In order to share confidential information there are
also methods using properties of number theory.
Asmuth-Bloom ve Mignotte, CRT (Chinese Remainder
Theory) can be shown as examples of methods in this
category. [1,9,10].

I1l.  SHAMIR’S (K,N) SECRET SHARING METHODS WITH
THRESHOLD

Shamir 's secret sharing method can be defined in
a unique way with a polynomial of degree k-1 valueted
differently on k point. Shamir 's secret sharing scheme
is based on interpolation of Langran [2]. Given a set of
points (xi, yi) (i = 0,1,2,3, ., k) based on interpolations
Langrange name of Lk (x) is a polynomial function
which using the following formula

Fre) = iyi ﬁ T

i=0 Jj=0;i#j

Shamir realized in a limited area using polynomial
interpolation as modular arithmetic instead of using
real arithmetic.

Methods as Follows;
Step 1: to be seS a secret is selected.
Step 2: to be p>max(p,|S|) a Zp is selected

Step 3: to be al, a2,.,ak-1l€eZp selecting k-1
coefficients independently and randomly is generated

f (0) = S a polynomial
f(x)=s+alx+a2x2+.+ak-1xk-1 mod p (a0=s)

Step 4: For 1<isn parts of secret is calculated as
si=f(i) and components is distributed [11].

K in the formula indicate the number of receiver y
values indicate the color values in the image parts.
Both mode value used for folding and for composition
[12].

The method described above may be performed
using the visual secrets sharing. Each pixel is shown
as a component of the two half-pixels. Pixel values is
selected randomly and the pixel values is either O
(black) or 1 (white). Secret parts are produced via this

way and when these parts is subjected to an OR
operation occurs secrets stands [16].

secret §1= [I.:]
] == (I
$10RS2= 111

Figure 1: Visual secret sharing with the implementation
of the OR operation

Figure 2: combination of the secret components obtain
image password.

V. DEVELOPED WEB-BASED APPLICATIONS

As discussed above sections, today the biggest
problem is to fight against spyware. Our internet
passwords is likely to fall into the hands of others with
trojans, key loggers, screen logger and other malicious
software. For example, we want to transfer $ 10,000
using internet banking. Because of the fact that logging
into the system made directly with the password, the
passwords stolen through spyware software is
common place. Security systems have developed
models of screen keyboard in order to protect user
passwords from key loggers but screen keyboard
model can’t maintain passwords against the screen
logger. Systems for increasing the security of access
to the system in the final stage uses one-time
password. Owing to the fact that use one-time
password imposes large costs for the company, mobile
application to use one-time password is required.

In addition, continuous enter the password process
is a waste of time and it adversely affects the
usefulness of the existing system. The developed
applications in Visual Studio 2012 Web Project is
coded and the script language has been selected as
the C # language. SQL was selected as the server
database. Image encryption based on improved the
secret sharing system the existing problems were to
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be removed. The system is very easy to use the
generated image is desired to provide security of the
system. Record is made in the system and if the
registration process is successful, the password is
visualized. Visualization password is divided into 2 via
using Shamir 's threshold secret sharing
scheme(Optional number is 2, If desired image can be
divided into more parts). Visualizing the first part of the
password are in the database, 2 part is given to the
user.

Kayit Formu

Kullanici Ad : ) §
Sitre : @

Adi

Soyadi :

Telefon :

v

Figure 3: User registration screen

User registration screen is shown in Figure 3. In
order to record in the system, extra information is not
desired from the user. How to get register in other
systems in the same way to this system. The only
difference from other systems, user registration has
been performed successfully, the system generates
code shown in image for user as in Figure 4.

Kayit Formu
Kullanici Adi : L levent
$ifre : s
Adi: = [brahim Leven!
Soyad: : = Belenl
Telefon : = | 05056303989

e
»

1

Figure 4: After successful registration process, defined
imaginal password of the system for the user

After imaginal password is defined, user name and
password are required as well as a visual one in order
to log into the system. Login Screen is given in Figure
5.

Gorsel $ifre lle Girg

Kullanici Adi : b 3
Sifre : 8

Figure 5: Login screen

Operating steps of a user registration modules in
the system are given below.

Step 1: It is checked whether the field has moved
past the blank. If the blank left not to be filled, areas
are issuing a warning to be filled.

Step 2: Information that the user is fully filled with a
name that is associated with the key code is
visualized.

Step 3: Visualization password is divided into 2 or n
via Shamir's threshold secret sharing method.

Step 4: Formed part of the first secret key
associated with the user name is saved in the SQL
database. The other part is returned to the user.

Registration is performed as above and then user
password is saved. As for the user to login, enter the
user name and password, then upload the picture.
System controls user name and password in the first
place, If database user name and password is correct
picture in the database and the picture of user
superpose and then is obtained visual password. After
obtaining the password text portion of the visual
password is obtained by cleaning up noise operation.
The password is compared with the user password to
obtain accuracy. If passwords to match each one,
entrance of the system is available. If it is not, the
request is denied for entry. For example, get password
"12345678". Visualization of password and the secret
parts is shown in figure 6.

12345678

@) (b) (©

Figure 6: (a) visualizations of password (b) the first
secret part (c) second secret part
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Correlation coefficient gives the relationship
between pictures and formula is as follows

.= Layi  _ _ Xx-®0i— )
VEX DY I = DI - §)?

Correlation coefficients for our understanding of the
relationship between the photos, we should look to
Table 1 [13].

R Relation
0-0,25 Very weak
0,25-0,50 Weak
0,50-0,70 Medium
0,70-0,90 High
0,90-1,00 Very high
Table 1: Interpretation of Pearson's Correlation

Coefficient
V. CONCLUSION AND RECOMMENDATIONS

In this study, Shamir 's threshold secret sharing
method was carried out using a reliable web
application. The main purpose of this application is to
generate a new security tool as an alternative tool
such as electronic signatures and to improve
availability of the web-based applications . Many
Internet-based systems request the form of password
which consist of at least 8 characters and uppercase
letters, lowercase letters, numbers and punctuation
marks. Passwords generated using this method are
stronger than a simple password created with only
numbers or only letters but it is very difficult to provide
persistence in mind. ASCII of characters consider an
8-digit password. In order to create a password that
has a combination 264 units in 2568.

When we consider image encryption system in
secrets of share-based to generate 100x100 visual
password need for 210000 combinations. When we
use this developed application both passwords will
become more difficult to break and simple password
can be used for catchy. When Shamir's threshold
secret sharing scheme based chaotic systems
combined with steganography is likely to be stronger in
the future for creation of visual password.
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